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Abstract. No subexponential time algorithm is known yet for the Elliptic
Curve Discrete Logarithm Problem(ECDLP) except some special cases. In
this paper, we introduce the lifting problem and show that it implies the
ECDLP and integer factorization problem(IFP) and we note that finding a
point in E1(Q), the kernel of the reduction map, also implies the ECDLP and
the IFP since it solves the lifting problem. Moreover, we analyze the difficulty
of the lifting problem by estimating the minimum of the canonical heights on
E1(Q).

1. Introduction

Since Diffie and Hellman have invented a concept of public key cryptosystem in
1977, the Discrete Logarithm Problem(DLP) has become one of the most important
problems to many mathematicians. In particular, the DLP is considered to be more
difficult on the group of points of an elliptic curve defined over a finite field than
on the multiplicative group of a finite field. This is the Elliptic Curve Discrete
Logarithm Problem(ECDLP).

Let Ẽ be an elliptic curve over Fq (q = pn for a prime p) and P̃ , Q̃ ∈ Ẽ(Fq).
Then the ECDLP is to compute m̃ satisfying m̃P̃ = Q̃.

The DLP on a finite field can be solved in subexponential time by the index
calculus method, but Silverman showed that the natural generalization of the index
calculus method to the ECDLP yields an algorithm which is less efficient than the
brute-force search algorithm [14]. Therefore, the Pollard ρ method is the most
efficient algorithm to solve the ECDLP in the general cases until now. Since it
needs O(

√
n) elliptic curve operations for an elliptic curve with order n, it has

exponential running time. That is, any subexponential time algorithm is not known
yet for the general ECDLP. The ECDLP is solved in only some special cases which
include the singular cases, the supersingular cases where q + 1 − Nq is divided by
a characteristic of Fq [7] and the anomalous cases where Nq = q [8][9][15].

In this paper, by using the lifting problem, we propose a new method to solve
the ECDLP which can be applied to the general cases. For a given elliptic curve Ẽ
over Fp and the points P̃i (i = 1, · · · , r) of Ẽ(Fp), we define “the lifting problem”
to find an “lifted” elliptic curve E/Q and linearly dependent “lifted” points Pi

(i = 1, · · · , r) in E(Q) which are reduced to Ẽ and P̃i’s modulo p respectively, that
is,

E ≡ Ẽ mod p and Pi ≡ P̃i mod p for all i .

Key words and phrases. Elliptic Curve Discrete Logarithm, Discrete Logarithm, Integer Fac-
torization, Canonical Height, Descent, Elliptic Curve.
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We will show that it is easy to compute the coefficients of the dependence equation
among linearly dependent rational points by the 2-descent method. This means
that if we can solve the lifting problem, we can solve the ECDLP by reducing the
dependence equation to a finite field.1

For the case of the ECDLP over F2m , we propose the lifting problem to a function
field F2(t). In this paper, we show that the 2-descent method can be applied to
the case of a function field similarly to the case of the rational field. That is, we
show that the lifting problem implies the ECDLP not only over a prime field Fp,
but also over a extension field F2m .2

Moreover, we show that the lifting problem for an elliptic curve over Z/nZ can
be used in computing the order of a given point of an elliptic curve defined over
Z/nZ and this solves the Integer Factorization Problem (IFP). It is a generalization
of the Koblitz’s comment in [13]. He also noted that the lifting problem implies the
discrete logarithm problem (DLP) on a finite field because a finite field is explicitly
isomorphic to a singular reduction of an elliptic curve over Q to the finite field. It is
very surprising and remarkable that the important problems (ECDLP, IFP, DLP) in
cryptography are implied by one problem because it means that the cryptosystems
based on these problems may be cracked by one method.

Unfortunately, the lifting problem may or may not be harder than the original
problem. In fact, Silverman showed that the rank of the lifted elliptic curve tends
to be the same as the number of the lifted points and that even when the rank is
smaller than the number of lifted points, the size of the coefficients of the linearly
dependence relation among the lifted points are very small, which means that the
given ECDLP is trivial [4].

In this paper, we note that if we can find a non-trivial point of the kernel of the
reduction map from a lifted elliptic curve to the elliptic curve given by ECDLP, then
we can solve the lifting problem. Moreover, we find the relation between the size
of the coefficients of the linearly dependence relation among the lifted points and
the minimum of the canonical heights of the points in the kernel of the reduction
map. Unfortunately, the minimum of the canonical heights of the points in the
kernel of the reduction map is O(|Ẽ(Fp)|), which implies that a non-trivial point
in the kernel is too large to be found by brute force search so that some additional
technique is required to solve the lifting problem.

2. Lifting Problem and ECDLP

¿From now on, we assume that n is a square free integer and that Ẽ is an elliptic
curve defined over Z/nZ [7].3 In particular, if n is a prime p, then Ẽ is an elliptic
curve defined over a finite field Fp.

In this section, we first define the lifting problem for Ẽ and we show that it implies
the elliptic curve discrete logarithm problem (ECDLP) on Z/nZ. Secondly, we
introduce the 2-descent method to check the linearly dependence between rational
points of an elliptic curve defined over Q and to compute its coefficients, which is
necessary to connect between the lifting problem and the ECDLP. Finally, we show
that the 2-decent method can be applied to the case of function field so that the

1Silverman proposed a similar method named by ‘Xedni calculus’ independently [13].
2We consider it can be generalized to small characteristic p.
3For ECDLP, we consider only the case n is a prime. The case of a composite number n is

considered for IFP in the below.
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lifting problem implies the ECDLP not only on Z/nZ but also on the general finite
fields Fpm .

2.1. Lifting Problem. To begin with, we define the lifting problem.
Definition 2.1. Let Ẽ be an elliptic curve over Z/nZ and P̃1, P̃2, · · · , P̃r be the
points of Ẽ(Z/nZ). We call the elliptic curve E over Q by the lifted elliptic curve
of Ẽ if Ẽ is isomorphic to the reduction of E modulo n, namely E ≡ Ẽ mod n.
In this case, a point P of E(Q) is a lifted point of P̃ of Ẽ(Z/nZ), if it is congruent
to P̃ modulo n.

We define the lifting for (Ẽ, P̃1, · · · , P̃r) to be the pair (E, P1, · · · , Pr) of its lifted
elliptic curve E and lifted points Pi’s of P̃i’s respectively.

Furthermore, if the lifted points Pi’s are linearly dependent, then we call it by
the “good” lifting. The lifting problem means to find an good lifting for given
(Ẽ, P̃1, · · · , P̃r).

In general, if we omit the condition of the linearly dependent lifted points, we
can easily construct the lifting as follows. Let Ẽ be an elliptic curve defined on
Z/nZ given by the following Weierstrass equation

Ẽ : y2 + a1xy + a3y = x3 + a2x2 + a4x + a6, ai ∈ Z.

Then, for any rational numbers tj (j = 1, · · · , 7) of which the numerators are prime
to n, the following elliptic curve E becomes the lifted elliptic curve of Ẽ;

E : (1 + nt1)y2 + (a1 + nt2)xy + (a3 + nt3)y

= (1 + nt4)x3 + (a2 + nt5)x2 + (a4 + nt6)x + (a6 + nt7).

Now, suppose P̃1, · · · , P̃r are the points of Ẽ(Z/nZ) where P̃i = (xi, yi). By
linear algebra, we can choose some rational numbers tj ’s so that each of (xi, yi)’s
becomes an integral point of E, that is, each of (xi, yi)’s becomes a lifted point
by itself. Since the number of indeterminants tj ’s is 7, we can make 6 points
P̃i’s the lifted points by themselves.4 Therefore, we can easily construct infinitely
many liftings for a given (Ẽ, P̃1, · · · , P̃r) if r < 7. Unfortunately, the lifted points
constructed in such way are usually inclined to be linearly independent. We will
consider more on the good lifting in the section 4.

Now, we show how to solve the ECDLP on Z/nZ assuming the lifting problem
is solved. Suppose Ẽ is an elliptic curve defined over Z/nZ with P̃ , Q̃ in Ẽ(Z/nZ).
Step 1 Take r distinct points P̃i in Ẽ(Z/nZ) which are linear combinations of P̃
and Q̃. That is, for small integers xi’s and yi’s we take

P̃i = xiP̃ + yiQ̃, i = 1, · · · , r.

For example, we can take P̃i = (i− 1)P̃ + Q̃.
Step 2 Solve a lifting problem for (Ẽ, P̃1, · · · , P̃r). Then we get a lifting elliptic
curve E/Q and linearly dependent lifted points Pi’s on E(Q).
Step 3 Compute the coefficients αi’s of the dependence equation

α1P1 + · · ·+ αrPr = O

by the 2-descent method which will be explained in the next subsection.

4If we use the homogeneous cubic equation instead of the Weierstrass equation which has 10
coefficients, we can construct a lifting with 9 lifted points [13].



4 HWAN JOON KIM, JUNG HEE CHEON, AND SANG GEUN HAHN

Step 4 By reduction modulo n, we have
∑

αixiP̃ +
∑

αiyiQ̃ = O.

Therefore
m ≡ −

∑

αixi/
∑

αiyi mod ordQ̃.

Note that the 2-descent procedure has the polynomial running-time that will be
proved in the next subsection. Therefore, the running-time of the above algorithm
depends only on the lifting problem.

Example Let p = 113 and

Ẽ/Fp : y2 = x3 + 30x + 30, P̃ = (2, 18), Q̃ = (10, 58).

Then, the lifting (E,P, Q) of (Ẽ, P̃ , Q̃) is as follows.

E/Q : y2 − 113y = x3 − 309x− 1100, P = (2, 18), Q = (10, 58).

Then, by descent method, we can get the dependence equation

2P + 3Q = O.

Finally, we have
logP̃ Q̃ = 17.

2.2. Descent method. In this subsection, we introduce the 2-descent method to
compute the coefficients of the dependence equation for given linearly dependent
points Pi’s of E(Q) and we show that it has the polynomial running-time.

Suppose that Pi’s (i = 1, · · · , r) are given rational points of E(Q).
Step 1 Rearrange the given linearly dependent points Pi’s according to their canon-
ical heights in an increasing order. and find ε1, · · · , εr ∈ {−1, 0, 1} which are not
all zero and satisfy

ε1P1 + · · ·+ εrPr ∈ 2E(Q).(1)

Note that if P1, · · · , Pr are linearly dependent with

α1P1 + · · ·+ αrPr = O,

then (1) is satisfied for each εi = (αi mod 2). Moreover, it is also easy to check
whether a given rational point is contained in 2E(Q) or not [1][5].
Step 2 For 2 ≤ k ≤ r, determine the sign of εk to satisfy

ĥ(
k−1
∑

i=1

εiPi + εkPk) ≤ ĥ(
k−1
∑

i=1

εiPi − εkPk),

where ĥ is the canonical height on E/Q [10].
It is not easy to compute the exact values of ĥ(P ) for the rational points P in

general. However, we are enough to compare of the canonical heights, so we can
easily determine the signs of εi’s [11][12].
Step 3 Compute a point R = R(P1, · · · , Pr) of E(Q) with

2R = ε1P1 + · · ·+ εrPr.

It is easy to compute the “halving” point R of P satisfying 2R = P for a given
P of 2E(Q) because it is equivalent to finding the rational roots of the polynomial
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of degree 4 with rational coefficients. Moreover, if E has rational 2-torsion points,
there are exact formulas to compute R [5][1].
Step 4 If R is a non-torsion point, then record R and εi’s, replace Pj by R for the
largest index j with εj 6= 0, and go to Step 1. If R is a torsion point, then we can
construct the dependence equation for the original P1, · · · , Pr from the records of
R’s and εi’s.

In order to see whether this procedure will stop, we need the following lemma.
Lemma 2.2. Suppose that R and εi’s are defined as Step 3. Then

4ĥ(R) ≤ ĥ(ε1P1) + · · ·+ ĥ(εrPr).

Proof. Since the canonical height satisfies the parallelogram law, we have

2ĥ(ε1P1 + · · ·+ εr−1Pr−1) + 2ĥ(εrPr)

= ĥ(ε1P1 + ε2P2 + · · ·+ εrPr) + ĥ(ε1P1 + · · ·+ εr−1Pr−1 − εrPr).

By the choice of εi’s,

ĥ(ε1P1 + · · ·+ εr−1Pr−1 + εrPr) ≤ ĥ(ε1P1 + · · ·+ εr−1Pr−1 − εrPr).

Therefore, we get

ĥ(ε1P1 + · · ·+ εr−1Pr−1 + εrPr) ≤ ĥ(ε1P1 + · · ·+ εr−1Pr−1) + ĥ(εrPr).

Inductively, we can show that

ĥ(ε1P1 + · · ·+ εrPr) ≤ ĥ(ε1P1) + · · ·+ ĥ(εrPr).

Since
4ĥ(R) = ĥ(2R) = ĥ(ε1P1 + · · ·+ εrPr),

we have
4ĥ(R) ≤ ĥ(ε1P1) + · · ·+ ĥ(εrPr).

�

Theorem 2.3. Suppose r = 3 and we have P (n)
i ’s after repeating n-times the above

procedure, then

min
i

(ĥ(P (n)
i )) ≤ (3/4)bn/3cmax

i
(ĥ(Pi)).(2)

Therefore, if we let ĥE be the minimum of ĥ(P ) for all non-torsion points P ,
then this algorithm terminate within n(E, P1, · · · , Pr)-times repeating where

n(E, P1, · · · , Pr) = d3 log maxi(ĥ(Pi))− log ĥE

log 4− log 3
e,

that is, it terminates in polynomial time of maxi(ĥ(Pi)).

Proof. As we assume in the procedure, we suppose that ĥ(P (n)
i ) < ĥ(P (n)

j ) for all

n if i < j. In particular, P (0)
i = Pi (i = 1, 2, 3). By the above lemma, we get that

4ĥ(R) ≤ ĥ(ε1P1) + ĥ(ε2P2) + ĥ(ε3P3)

where R is given in Step 3. Then, it is easy to see that
(1) If ε3 6= 0, then ĥ(R) < 3ĥ(P3)/4.
(2) If ε3 = 0 and ε2 6= 0, then ĥ(R) < ĥ(P2)/2.
(3) IF ε2 = ε3 = 0 and ε1 6= 0, then ĥ(R) < ĥ(P1)/4.
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In the above three cases, the possible maximum of ĥ(R) is smaller than 3ĥ(P3)/4,
so we have proved the inequality (2).

Moreover, if

(3/4)bn/3cmax
i

(ĥ(Pi)) < ĥE ,

then (2) means that P (n)
1 is a torsion-point. By solving this inequality for n, we

have proved the theorem. �

Remark 2.4. As we have seen in the proof, n(E, P1, · · · , P3) is very rough upper
bound for the running-time of Descent method. In fact, the heights of R’s decrease
more rapidly.

Remark 2.5. Even in the case of r ≥ 4, this algorithm can be applied. First, we
consider the case of r = 4. In Step 3, we get

2R = ε1P1 + ε2P2 + ε3P3 + ε4P4.

If one of εi’s are 0, then it is satisfied that

ĥ(R) < (3/4) max
i

(ĥ(Pi)).

Moreover, even in the case that all εi’s are non-zero,

ĥ(R) = average of ĥ(Pi) < max
i

(ĥ(Pi)).

This means that the heights of R’s decrease, so the algorithm terminates success-
fully.

Remark 2.6. Although the heights of R’s may not decrease in the case that r is
larger, the heights of them are willing to be bounded since we choose the points R’s
with small heights. Therefore, we can expect that some point appears twice in this
procedure. When this happens, it is not hard to construct the dependence equation
as long as we keep track of the points R’s and εi’s [13].

2.3. ECDLP on F2m . In general, we cannot lift an elliptic curve Ẽ over Fpm to
an elliptic curve over Q for n > 1, so we should lift it to an elliptic curve over a
number field or an elliptic curve over a function field Fp(T ). Here, we show that
the 2-descent method can be applied not only to the case of the rational field but
also to the case of the function field, so that the lifting problem generalized to the
function fields means the ECDLP on Fpm for m > 1. For simplicity, we consider
only the case of p = 2.5

It is easy to generalize the definition 2.1 to the function fields and to see that
each step of the algorithm to solve the ECDLP in the section 2 holds even in the
case of the function field except the 2-descent procedure because there is no known
algorithm to compute the canonical heights on the function fields.6 However, the
following theorem show that if the difference between the absolute heights of two
points are sufficiently large, it is easy to compare between the canonical heights of
them. Hence we can easily make the sequence of the points whose canonical heights
are decreasing because the absolute heights are easily computable.

5Our algorithm may be applied to any finite fields with small characteristic p.
6For the definitions of absolute heights and canonical heights over the function fields, see [10].
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Theorem 2.7. Suppose E is an elliptic curve over F2[T ] defined by

y2 + xy = x3 + a2x2 + a6, a2 and a6 ∈ F2[T ]

and the points R, R′ of E(F2(T )) satisfy that

|h(R)− h(R′)| > 5
6

deg a6.

Then
ĥ(R) > ĥ(R′) if and only if h(R) > h(R′).

Proof. First, we need the following lemma.

Lemma 2.8. Suppose E is an elliptic curve over F2[T ] defined by

y2 + xy = x3 + a2x2 + a6, a2, a6 ∈ F2[T ].

Then

−1
4

deg a6 ≤ ĥ(P )− 1
2
h(P ) ≤ 1

6
deg a6.

Proof. First, we write x(P ) = f/g where f and g are relative prime polynomials of
F2[T ]. Then

x(2P ) =
f4 + a6g4

f2g2 .

Let k = gcd(f4 + a6g4, f2g2) = gcd(a6, f2), then

h(2P ) = max{deg(f4 + a6g4),deg(f2g2)} − deg k

≤ max{4 deg f, 4 deg g + deg a6, 2 deg f + 2deg g}
≤ 4h(P ) + deg a6(3)

since deg k ≤ deg a6.
If 4 deg f 6= 4deg g + deg a6, then

deg(f4 + a6g4) = max{4 deg f, 4 deg g + deg a6}.

Hence,

h(2P ) ≥ 4h(P )− deg a6.(4)

Now, suppose that 4 deg f = 4 deg g + deg a6. Then

h(2P ) ≥ 2 deg f + 2deg g − deg k

≥ 4 deg f − 3
2

deg a6 ≥ 4h(P )− 3
2

deg a6.(5)

With (3),(4) and (5), we have

−3
2

deg a6 ≤ h(2P )− 4h(P ) ≤ deg a6.

By applying 2nP instead of P in the above,

−(1 + · · ·+ 4n−1)
3
2

deg a6 ≤ h(2nP )− 4nh(P ) ≤ (1 + · · ·+ 4n−1) deg a6.

Since

lim
n→∞

n
∑

i=1

1
4n =

1
3

and ĥ(P ) =
1
2

lim
n→∞

1
4n h(2nP ) for any point P,



8 HWAN JOON KIM, JUNG HEE CHEON, AND SANG GEUN HAHN

we have

−1
4

deg a6 ≤ ĥ(P )− 1
2
h(P ) ≤ 1

6
deg a6.

�

By the above lemma, we get

h(R)− h(R′) +
5
6

deg a6 ≥ 2ĥ(R)− 2ĥ(R′) ≥ h(R)− h(R′)− 5
6

deg a6

for any points R,R′ of E(F2(T )). Therefore, if R and R′ satisfy

|h(R)− h(R′)| > 5
6

deg a6,

then h(R) − h(R′) and ĥ(R) − ĥ(R′) are both positive or negative. It proves the
theorem. �

Hence we can compare the canonical heights of two points by comparing their
absolute heights if the difference of their absolute heights is smaller than 5 deg a6/6.
Therefore, when we make the sequence of the points R’s in the 2-descent procedure,
we choose εi’s so that the absolute heights of R’s are as small as possible. Then, even
though we can not guarantee that the sequence of the points R’s converges to O, we
can expect that some point appearing twice in the sequence of R’s with a reasonable
probability because the heights of the points R’s are bounded. Therefore, we can
construct the dependence equation similarly to the case of the rational field.

Finally, we conclude that the lifting problem to function fields implies the ECDLP
over F2m .

3. Lifting Problem and Integer Factorization

In this section, we propose a method to factorize a square-free integer n by using
the lifting problem. First, we compute the order of a given point P̃ of an elliptic
curve Ẽ defined over Z/nZ. Then, by using factors of the order, we can factorize
n.

This method is an extended version of “Elliptic Curve Method” by Lenstra [6].

3.1. The order of a point of Ẽ(Z/nZ). Let n = p1 · · · ps with gcd(n, 6) = 1. An
elliptic curve Ẽ defined over Z/nZ is given by the following Weierstrass equation

Ẽ : y2 = x3 + ax + b,

where a, b ∈ Z/nZ and gcd(4a3 + 26b2, n) = 1. The points on Ẽ, denoted by
Ẽ(Z/nZ), are the set of solutions in Z/nZ to the Weierstrass equation together
with a point at infinity, denoted O.

We define a “pseudo-addition” on the points of Ẽ(Z/nZ) by using the same
addition rules as that of elliptic curves defined on fields. This is evident since the
addition is not always defined: if

gcd(x(P̃ )− x(Q̃), n) > 1 (resp. gcd(2y(P̃ ), n) > 1),

then the addition (resp. multiplication by 2) involves division by a non-invertible
element in Z/nZ. Note that we can get a non-trivial divisor of n when pseudo-
addition is not defined. Therefore, because our final object is to get a non-trivial
divisor of n, we may consider only the case that the pseudo-addition is defined. In
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practice, since n has only large prime factors, it is very rare that the pseudo-addition
is not defined.

Moreover, we have an inclusion

φ : Ẽ(Z/nZ) ↪→ Ẽ′(Z/nZ) = Ẽ(Z/p1Z)× · · · × Ẽ(Z/psZ)

which is defined as φ(P ) = (P mod p1, · · · , P mod ps). Therefore, even though
Ẽ(Z/nZ) is not a group, we can define the order of P̃ in Ẽ(Z/nZ) to be the order
of φ(P̃ ) in Ẽ′(Z/nZ).

Now, we compute the order of a point P̃ of an elliptic curve Ẽ defined over Z/nZ.
First, let P̃i = niP̃ for some integers n1, · · · , nr. Assuming that we find a good
lifting (E, P1, · · · , Pr) for (Ẽ, P̃1, · · · , P̃r), then we can use the descent method so
as to get

α1P1 + · · ·+ αrPr = O,(6)

for some integers α1, · · · , αr. By reduction modulo n, we get
∑

αiP̃i = (
∑

αini)P̃ = O.

That is, we get α =
∑

αini as a multiple of the order of P̃ . So, by factorizing α,
we can compute the exact order of P̃ .7

Note that α may be 0. But, α = 0 implies (α1, · · · , αr) is the solution of

α1n1 + · · ·+ αrnr = 0.

So, if n1, · · · , nr are chosen to be relatively prime, the possibility of α1n1 + · · · +
αrnr = 0 is not so high even though αi’s satisfy (6). Moreover, even in the case of
α = 0, we can repeat the same procedure for different ni’s until we have non-zero
α.

3.2. Integer Factorization. Suppose that n is a square-free integer that we want
to factorize.
Step 1 Take a random elliptic curve Ẽ over Z/nZ and a random point P̃ in
Ẽ(Z/nZ) and compute a non-zero integer α with αP̃ = O by the above proce-
dure.
Step 2 Factorize α and find a divisor d of α such that

(α/d)P = (x : y : t) with 1 < gcd(t, n) < n.

Then we can get a non-trivial divisor gcd(t, n) of n. Go to Step 1 with n ← gcd(t, n)
(or n/ gcd(t, n)).
Step 3 If we get a prime divisor d of α such that

(α/d)P = (x : y : t) with gcd(t, n) = 1 and

d > ( 4
√

n + 1)2,
then n is a prime.

Note that if n = p1p2 · · · pr, then the order of P̃ in Ẽ(Z/nZ) is the least common
multiplier (LCM) of ord(P̃ mod pi) in Ẽ(Z/piZ) (i = 1, · · · , r).

Therefore, if ord(P̃ mod pi) divide α/d and if ord(P̃ mod pj) does not divide
α/d, then

(α/d)P ≡ O in Ẽ(Z/piZ) and

7Also, if we can compute the order Nnof Ẽ(Z/nZ), by computing the GCD of Nn and α, we
can compute the order of P̃ more easily.
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(α/d)P ≡ O in Ẽ(Z/pjZ).

That is, Step 2 gives a non-trivial divisor of n.
Step 3 is the “Goldwasswer-Kilian test”. In Step 3, d divides the order of P̃

mod p in Ẽ(Z/pZ) for any prime divisor p of n. By Hasse’s theorem, we have

d < ( 4
√

p + 1)2

which is smaller then ( 4
√

n+1)2 if n is a composite number. But, since d > ( 4
√

n+1)2,
this means that n is a prime.

Now, consider the possibilities that the above algorithm fails. First, about the
existence of d, such divisor d always exists except in the case that the orders of P̃
in Ẽ(Z/pZ) are the same for all divisors p of n, which is not probable. Secondly,
α may be difficult to factor even if we repeat it with another random points. This
means that the order #Ẽ(Z/pZ) contains only large prime factors for each prime
factors p of n, which is also rare. In this case, however, we can avoid it by trying
with another elliptic curve Ẽ. Consequently this algorithm is successful with high
probability under the assumption of the lifting problem.

In summary, we present the relations among hard problems as follows:

• The lifting problem implies the ECDLP on a prime field Fp.
• The lifting problem implies the order problem in an elliptic curve on Z/nZ.
• The order problem in an elliptic curve on Z/nZ implies the integer factor-

ization problem(IFP).

Remark 3.1. The idea to relate the lifting problem to IFP was suggested first
by Koblitz8. His method is to use the explicit isomorphism between Z/nZ and a
singular cubic curve defined over the ring. If one assume the lifting problem, he
can solve DLP on a singular cubic curve over Z/nZ and also DLP on Z/nZ, which
implies the IFP. However, our method can be applied not only for a singular cubic
curve but also for elliptic curves. Our method seems to be more natural.

Remark 3.2. Our method for the IFP is similar to Lenstra’s ECM in that both
methods try to find the order of a random point to solve the IFP. The difference
is that ECM uses brute force depending on the distribution of smooth number to
find the order and our method uses the lifting method to get a dependence equation
which gives directly a multiple of the order, though the difficulty of the lifting problem
should be analyzed and looks more difficult.

4. Analysis of Lifting Problem

The lifting problem is the most important part of our method, but it seems to
be very difficult. In this section, we look over the basic method for the construction
of lifting elliptic curve with given points and analyze the possibility to solve the
lifting problem and we note that if we can find a point of E1(Q) which is the kernel
of the reduction, then we can solve the lifting problem even when the lifting points
are linearly independent. Moreover, we show that the points of E1(Q) has large
canonical heights so that it is difficult to find a point of E1(Q) by brute force search.

8See Appendix K in [13].
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4.1. Basic Method of Lifting Problem. Let Ẽ be an elliptic curve defined on
Fp given by the following Weierstrass equation

Ẽ : y2 + a1xy + a3y = x3 + a2x2 + a4x + a6

and P̃1, · · · , P̃r the points of Ẽ(Fp) (r < 7). Since Fp ∼= Z/pZ, we can consider the
coefficients ai’s of the Weierstrass equation and the coordinates of P̃i’s as integers
less than p. We define the integral points Pi’s by the point P̃i’s respectively which
are determined as above. Then, by linear algebra, we can determine t1, · · · , t7 ∈ Q
such that

E : (1 + pt1)y2 + (a1 + pt2)xy + (a3 + pt3)y

= (1 + pt4)x3 + (a2 + pt5)x2 + (a4 + pt6)x + (a6 + pt7)

has the points Pi’s as the rational points of E(Q). Note that there are infinitely
many choices of ti’s since r < 7 and since the plane cubic curve is given by an
equation with 10-terms we can lift 9 points generally.

At first, the authors expected that it is possible to find the lifting elliptic curve
E with rank < r for a given (Ẽ, P̃1, · · · , P̃r) by brute force search. More precisely,
A. Brumer analyzed the rank distribution of {E | |∆| ≤ 108, |a6| ≤ 231 − 1} with
prime |∆| and got the following table,

Rank 0 1 2 3 4 5
∆ > 0 31748 51871 24706 5267 377 0
∆ < 0 61589 91321 36811 6594 427 5

percentage 30.04 46.08 19.80 3.82 0.26

and he also showed that the average rank is at most 2.3 [2]. That is, the rank of an
elliptic curve tends to be small. Moreover, the rank of an elliptic curve is bounded
by the number of prime factors of the discriminant.
Theorem 4.1. [1] Suppose that the elliptic curve E is defined by the following
Weierstrass equation

E : y2 = x(x2 + ax + b), a, b ∈ Z
and that w(x) is the number of distinct primes dividing x. Then

rank(E/Q) ≤ w(b) + w(a2 − 4b)− 1.

So, at first, we had expected that the good lifting could be constructed by making
the discriminant of the lifting elliptic curve have a few prime factors.

However, since the above lifting method gives only elliptic curves with several
large rational points, their ranks would be larger than general cases. Moreover,
when r = 2, the discriminant of the lifting elliptic curve constructed by the basic
method has at least 3 prime factors [3]. That is, we can construct only the lifting
of which the rank of E(Q) is same as the number of the lifted points. (Of course,
the lifted points are linearly independent.) Also, even when its rank is smaller than
the number of lifting points, the linearly dependence relation is satisfied with small
coefficients, which implies that the basic method solves the lifting problem only if
the ECDLP is trivial.
Remark 4.2. Silverman suggested another method to reduce the rank of lifting
elliptic curves is to use the reverse of Mestre’s method [13]. Mestre applied Birch
and Swinnerton-Dyer Conjecture to get high rank elliptic curves. The conjecture
says that an elliptic curve over Q whose reduction to finite fields has large order
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may have large rank. Silverman applied Mestre’s method reversely to get elliptic
curves with lower rank.

But, he found that asymptotically his algorithm is virtually certain to fail, because
of an absolute bound on the size of the coefficients of the linearly dependence relation
satisfied by the lifting points [4].

4.2. E1(Q) and Lifting Problem. Suppose that the lifted elliptic curve E of Ẽ
with r linearly independent lifted points Pi’s of P̃i’s has the rank r. If we can find
a point R of E1(Q) where

E1(Q) = {P ∈ E(Q)|P ≡ O mod p},

then (E,P1, · · · , Pr, R) becomes a good lifting of (Ẽ, P̃1, · · · , P̃r, Õ). Moreover, if
R is not contained in the group generated by NpPi’s where Np = |Ẽ(Fp)|, then the
dependence relation of {P1, · · · , Pr, R} gives a non-trivial dependence relation of
{P̃1, · · · , P̃r}. That is, To find a non-trivial point of E1(Q) solves the ECDLP.

Unfortunately, any algorithm to find a non-trivial point of E1(Q) is not known
yet except the brute force search. Therefore, we first estimate the minimum of the
canonical heights of points on E1(Q). To make this precise, we define ε-difficult
ECDLP.
Definition 4.3. Let Ẽ be an elliptic curve defined over Fp where q = |Ẽ(Fp)| is a
prime. Then, for given P̃ , Q̃ ∈ Ẽ(Fp), we say that P̃ , Q̃ satisfy ε-difficult ECDLP
(0 < ε ≤ 1) if and only if a1P̃ + a2Q̃ 6= O for all 0 < |ai| < ε

√
q.

Note that for a fixed P̃ , each solution (a1, a2) of

a1P̃ + a2Q̃ = O

is unique for the choice of Q̃. Hence for a fixed P̃ and a fixed ε < 1/2, the
number of Q̃’s which satisfy ε-difficult ECDLP is greater than (1− 4ε2)q. That is,
two randomly chosen points P̃ and Q̃ satisfy ε-difficult ECDLP with probability
greater than 1− 4ε2.

The following theorem gives the lower bound of the canonical heights of the
points E1(Q) where E is the lifting elliptic curve associated to the points P̃ and Q̃
which satisfy ε-difficult ECDLP.
Theorem 4.4. Suppose that P̃ , Q̃ in Ẽ(Fp) satisfy ε-difficult ECDLP and that
(E, P1,· · · ,Pr) is a lifting of (Ẽ, P̃1,· · · ,P̃r) where Pi’s are the generators of the
Mordell-Weil group E(Q)/E(Q)tor and P̃i = xiP̃ + yiQ̃ for some integers xi, yi

respectively.
Then, there exists a constant c which is uniquely determined by (E,P1, · · · , Pr)

such that

ĥ(R) >
cε2q
r2N2 .

for any point R of E1(Q) where N = max(|xi|, |yi|).

Proof of Theorem. Since Pi’s are the generators of E(Q) / E(Q)tor, for any point
R of E1(Q), there exist integers α1, · · · , αr such that

R = α1P1 + · · ·+ αrPr.

By taking reduction modulo p with the above equation, we get
(
∑

xiαi

)

P̃ +
(
∑

yiαi

)

Q̃ = O.
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Since P̃ , Q̃ satisfy the ε-difficult ECDLP, we get

ε
√

q < max(
∣

∣

∣

∑

xiαi

∣

∣

∣ ,
∣

∣

∣

∑

yiαi

∣

∣

∣)

< r max
i

(|xi|, |yi|)max
i

(|αi|).(7)

The following lemma proves the theorem.

Lemma 4.5. Let E be an elliptic curve defined over K and the points P1, · · · , Pr

of E(K) are linearly independent. Define the matrix

A = (aij)1≤i,j≤r

where
aij = ĥ(Pi + Pj)− ĥ(Pi)− ĥ(Pj), (i, j = 1, · · · , r).

If we define
ck = akk − akA−1

k aT
k (k = 1, · · · , r)

where ak = (ak1, · · · , akk−1, akk+1, · · · , akr) and Ak is the matrix obtained by re-
moving kth-row and kth-column in A, then, for any integers n1, · · · , nr,

ĥ(n1P1 + · · ·+ nrPr) ≥ c max(n2
1, · · · , n2

r)

where

c = c(E, P1, · · · , Pr) =
1
2

min(c1, · · · , cr) > 0.

Especially, in the case of r = 2,

c = min(ĥ(P1), ĥ(P2))−
(ĥ(P1 + P2)− ĥ(P1)− ĥ(P2))2

4max(ĥ(P1), ĥ(P2))
.

Proof. Note that
〈P,Q〉 = ĥ(P + Q)− ĥ(P )− ĥ(Q)

is the positive-definite symmetric bilinear form on E(K)/E(K)tor. Moreover, it
can be extended to

〈 , 〉 : (E(K)/E(K)tor ⊗ R)2 → R
with taking tensor product on (E(K)/E(K)tor by R [10].

For simplicity, we may assume that |n1| = maxi(|ni|). Then if we define aij =
〈Pi, Pj〉 and xi = ni/n1 (i = 1, · · · , r), then

〈n1P1 + · · ·+ nrPr, n1P1 + · · ·+ nrPr〉 = n2
1(a11 + 2

∑

i≥2

a1ixi +
∑

i,j≥2

aijxixj).

Since 〈, 〉 is the positive-definite symmetric bilinear form, it is easy to show that

f(x2, · · · , xr) = a11 + 2
∑

i≥2

a1ixi +
∑

i,j≥2

aijxixj

has the minimum

a11 − (a12, · · · , a1r)A−1
1 (a12, · · · , a1r)T

when
(x2, · · · , xr)T = −A−1

1 (a12, · · · , a1r)T .
That is,

2ĥ(n1P1 + · · ·+ nrPr) = 〈n1P1 + · · ·+ nrPr, n1P1 + · · ·+ nrPr〉 ≥ c1n2
1.
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In general
2ĥ(n1P1 + · · ·+ nrPr) ≥ min

i
(ci)max

i
(n2

i ).

Especially, when r = 2, we get

c1 = 2ĥ(P1)−
(ĥ(P1 + P2)− ĥ(P1)− ĥ(P2))2

2ĥ(P2)

c2 = 2ĥ(P2)−
(ĥ(P1 + P2)− ĥ(P1)− ĥ(P2))2

2ĥ(P1)
.

Since

2−1 min(c1, c2) = min(ĥ(P1), ĥ(P2))−
(ĥ(P1 + P2)− ĥ(P1)− ĥ(P2))2

4max(ĥ(P1), ĥ(P2))
,

the lemma is done. �

By the above lemma, the equation (7) gives

ε2q < r2N2ĥ(R)/c(E,P1, · · · , Pr),

which proves the theorem. �

By the above theorem, if we try to solve the ECDLP by finding a point R ∈ E1(Q)
where E is the lifting elliptic curve with r lifted points, then R must satisfies
ĥ(R) ≥ cε2q/(r2N2) with probability (1 − ε2), that is too large to be found by
brute force search. That is, some additional technics should be developed to solve
ECDLP by this method.

For example, let p be a 160-bit prime and ε = 2−10. Then the canonical height
of R is O(2140) and this means that the denominator of x[R] (and numerator of
x[R]) is O(exp(2140)).

Example Let E, P, Q be same as the above example and p = 269. Then |Ẽ(Fp)| =
277 is a prime, and, for any a1, a2 with |ai| < 16,

a1P + a2Q 6≡ O mod p.

So, P and Q satisfy ε-difficult ECDLP for ε = 16/
√

277 ∼ 0.961.
By Theorem 4.4,

ĥ(R) > cε2q/rN > 97.16207922.9

In fact, (a1, a2) = (16, 7) is the minimal solution, so R = a1P + a2Q is the point
with minimal canonical height on E1(Q). Its x-coordinate is

− 90027506518519817222938275051552491770450764858

66891585307576494736635187698005291974739361783

82912164447862612385890525730762174791232832236

/ 95697838478938530905953909309886609308629748660

41306587066160951814221233253474735923759534191

58624171650295923681533216800048677635500959201 ,

and ĥ(R) is about 162.7319387. It is too large to be found by brute force search.

9As in the proof of theorem 4.2, we should apply r = 1 in case that we use the original point
P̃ , Q̃ as the lifted points.
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5. Conclusion

In this paper, we introduced the “lifting problem”, that is to lift an elliptic curve
over a finite field to one over a global field with the rank smaller than the number
of lifted points.

We showed that it solves many important problems in mathematics and cryp-
tography such as the elliptic curve discrete logarithm problem and the integer fac-
torization problem. This is the first attempt within our knowledge to use general
properties of elliptic curves to attack the ECDLP, the DLP and the IFP.

In order to solve the lifting problem, we proposed to find a non-trivial point in
E1(Q) in order to get a lifted elliptic curve with rank smaller than the number of
lifted points. By this method, we conclude that finding a non-trivial point in E1(Q)
implies solving the ECDLP, the DLP and the IFP.

Moreover, we proved that if we construct the lifted elliptic curve with the basic
method, the minimum of canonical height of a point in E1(Q) is almost O(|Ẽ(Fp)|),
which is too large to be found by the brute force search. That is, the proposed
method is not practical yet.
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