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On Homomorphic Signatures for Network
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Abstract—In this paper, we examine homomorphic signatures that can be used to protect the integrity of network coding. In particular,
Yu et al. proposed an RSA-based homomorphic signature scheme recently for this purpose. We show that their scheme in fact does
not satisfy the required homomorphic property, and further, even though it can be fixed easily, still it allows no-message forgery attacks.

Index Terms—network coding, homomorphic signature, homomorphic hashing.

1 INTRODUCTION

Network coding refers to a new class of routing tech-
niques where a router not only forwards incoming pack-
ets but also processes them to produce new’ outgoing
packets. It was originally proposed in Ahlswede et al. [1]
as a method for maximizing the information flow of
a multicast network, and subsequently found many
applications, for example, in sensor networks, wireless
networks, and peer-to-peer networks. Li et al. [2] showed
that linear network coding is sufficient to achieve the
maximum throughput of multicast network, and Ho et
al. [3] introduced the idea of random linear network cod-
ing, where each node chooses its own coding coefficients
randomly and independently. It has been shown that a
random linear network coding achieves the maximum
throughput of multicast network with high probability.
Also, because of the random and de-central selection
of coding, the random linear network coding can be
used even when the network topology changes, and can
potentially give resilience to random network failures.
For practical application of network coding, protecting
integrity of packets is especially important: a malicious
node can ‘pollute’ the entire network by injecting a
few false packets. Because of the coding capability of
intermediate nodes, any unfiltered false packet will soon
propagate to all other nodes, and prevent proper decod-
ing, even when all the other received packets are correct.
Note that a conventional cryptographic signature cannot
solve this problem, since nodes other than the source not
only relay given packets but also ‘create’ new packets
by linear combination. For this reason, some solutions
based on the idea of homomorphic hashing or homo-
morphic signature are proposed [4], [5], [6], [7]. Because
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these schemes are homomorphic, an intermediate node
can combine signatures of incoming packets to form a
signature for an outgoing packet, without having the
private key of the source.

In INFOCOM 2008, Yu et al. [5] proposed a new
homomorphic signature scheme which is based on both
discrete logarithm and RSA. In this paper, first we show
that in fact their scheme does not satisfy the homomor-
phic property. The reason for this failure is due to use
of two different moduli, and can be fixed by modifying
the scheme to use a single modulus. We show that this
modified scheme is also not secure, by showing that
an attacker can successfully mount a no-message attack,
and more powerful single-message attack.

2 NETWORK CODING SECURITY

First, let us describe linear network coding briefly. Let
G = (V,E) be a directed graph. Suppose a source s € V'
wants to send a large file F' to a set T' C V of clients. We
assume that the file I is represented as a sequence of m
vectors fi, ..., £, € F*, where F” is the n dimensional
vector space over a finite field F. Then the source creates
augmented vectors of f; = (fi1,..., fin) by setting

, fin,0,...,0,1,0,...,0),
N—_——
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that is, each augmented vector f; is of dimension ¢ o
m+n, and the last m entries are all zero except at (n+1)-
th, where it is 1.

The source then propagates linear combinations (over
) of the augmented vectors to other nodes. Each node,
after receiving packets vy, ..., v; € F* from its [ incoming
channels, computes a linear combination

l
W=y @ivi,
=1

for some «; ; € IF, and transmits w; to its i-th outgoing
channel. Therefore, assuming that all transmissions are
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done without error, each packet is a linear combination
of the original augmented vectors f, ..., f,, of the file
over F.

The coefficients o; ; can be determined centrally given
a static network topology, or can be randomly chosen by
each nodes in the case of random linear network coding.
It has proven that a randomly chosen linear network
coding can achieve the optimal network performance
with high probability. Moreover, because coefficients
are chosen randomly, it is also usable even when the
network topology changes.

3 CORRECTNESS OF THE SCHEME OF YU ET
AL.

In [5], Yu et al. proposed a homomorphic signature
scheme for network coding. We will quickly describe
their scheme: two primes p, ¢ satisfying ¢ | p — 1 are
chosen. Let G be the subgroup of order ¢ in Z;. Then,
t = m+ n elements ¢, ..., ¢g; are chosen from G. Let N
be an RSA modulus of same bit length as p, i.e.,, N is
a product of two primes of the same bit length. Choose
e and d such that ed = 1 (mod ¢(N)). Then the public
key is PK = (p,q, 61, ---,9:, N, e), and the private key is
SK = d. The base field for the network coding operation
is F =27Z,.

Given a packet v = (vq,...
calculated as

,v), the signature is

d

ng'modp

And given a packet v and a corresponding signature o,
the verification Vf(PK,v,0) can be done by checking

o¢ = ngvmodp

Note that Vf(PK,v,Sig(SK,v)) = true holds.

They claim that this is a homomorphic signature
scheme. Specifically, if o; is a valid signature for a
packet v;, and if w = ), a;v; for some «o; € Zg, then
,0i" mod N is supposed to be a valid signature

Sig(SK,v) mod N.

(mod N).

T =
for w.
However, it is easy to see that this does not hold: con-
sider the simplest case of w = 2v. Let ¢ be the signature
for v. Then % mod N should be a valid signature for

w. This means that, if 0° = ([],_, g;’ mod p) (mod N),
then 02¢ = (H;Zl g?”-’ mod p) (mod N). Letting X = o¢
and Y = Hz_lg”' mod p, this means that if X = YV
(mod N), then X? = (Y2 mod p) (mod N), which cannot
be true in general.

This can be also seen from a small example: consider
the case of t = 4, N = 143 = 11-13, p = 139 =
1+2323, q = 23, e = 7, d= 103, and (91,92793794) =
(55,64,65,129). This set of parameters satisfy all the

requirements of the parameter setup for the scheme. If
v =(1,0,1,0), then the signature o is

(9193 mod p)? mod N = (55 - 65 mod 139)'% mod 143
= 100" mod 143
=100

Then ¢’ = ¢2 mod N, which is 1002 mod 143 = 133
should be a valid signature of w = 2v = (2,0, 2,0). This
means that

1337 = (55 - 65)2 mod 139 (mod 143).

But 1337 mod 143 = 133, and on the other hand,
(55 - 65)% mod 139 mod 143 = 131 mod 143 = 131.

4 A SIMPLE FIX, AND MORE FORGERIES

The signature scheme of Yu et al. is constructed ana-
loguous to the traditional ‘hash-and-sign’ paradigm:
it is a composition of a homomorphic hash function
v — [[g;” mod p and the ‘bare’ RSA signature scheme
T xd] mod N. In fact, this is very similar to the
Full Domain Hash [8], which is H(M)¢ mod N, except
that instead of a regular hash function like SHA-1, a
homomorphic hash function is used for retaining the
homomorphic property.

Essentially, the reason for the failure of homomorphic
property of the scheme of Yu et al. is because they
use two different moduli p and N: both the inner hash
function and the outer RSA signature are homomorphic,
but they are homomorphic with respect to different,
incompatible operations. Therefore, one simple way to
regain the homomorphic property is to let ‘p = N”:

Hgy

This modified scheme is clearly homomorphic. Un-
fortunately, we can show that this scheme is insecure
by exhibiting a simple no-message attack, that is, the
attacker can make a successful forgery based only on the
public key and public parameters. Consider the packet
v = (e,0,0,...,0). Then Sig(SK,v) = (¢§)¢ mod N = g;.
Therefore g, is a valid signature for v = (e,0,0,...,0),
but on the other hand this v clearly does not belong to
the subspace spanned by the augmented vectors of the
original file.

One way to cope with this problem might be to restrict
the message space to vectors of entries smaller than the
public exponent e. This would eliminate one benefit of
RSA signatures, namely, we can pick e to be very small
for faster verification. Here, we need to pick e large
enough so that all packets are smaller than e given the
size of the network.

Still, even this version can be easily broken: the
attacker has to eavesdrop at least one packet v =
(v1,...,v¢) and its signature o. The attacker then

forms yet another packet w = (wy,...,w;) = av +

d

Sig(SK,v) mod N.
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(Bre, ..., Bee). Clearly, &g glﬁl--gtﬁt is a valid
signature of w. The problem is to select a and ;s so
that all of w; = av; + f.e are greater than or equal to 0
and less than e, which is equivalent to

0<a4p <.
e

We see that for each choice of «, there is one unique
B; satisfying the above. Pick «, which should not be
divisible by e, large enough so that at least some of 3;
are nonzero. This produces a successful forgery.

5 CONCLUDING REMARKS

In this paper, we pointed out that the signature scheme
of Yu et al. is in fact not homomorphic. This is due to the
use of two different moduli, which gives a composition
of an homomorphic hash function and a homomor-
phic signature, with incompatible group structures. We
further examined the security of the modified scheme
where only one modulus is used. We found out that
this was not enough to produce a secure homomorphic
signature scheme. The main reason for this failure was
that the scheme allows a trivial no-message attack. Com-
bined with the homomorphic property, this leads to even
more stronger forgery when the attacker eavesdrops a
few packets.

This is unfortunate, because the idea of Yu et al. is
a natural direction to design an RSA-based homomor-
phic signature; if we pursue the approach of follow-
ing ‘hash-and-sign’ paradigm but using a homomorphic
hash function instead of a regular cryptographic hash
function, there are not many choices for hash functions
other than ones involving group operations, like in the
scheme of Yu et al. For the signature scheme, one pos-
sibility is to use the BLS short signature [9], and indeed
this combination is used to construct the homomorphic
signature scheme of Boneh et al. [4]. If the combination
of the homomorphic hash function and the plain RSA
signature would have been secure, it would have all the
traditional benefits of RSA schemes, like faster signature
verification and simpler implementation. It would be an
interesting open problem to design a secure RSA-based
homomorphic signature scheme.
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