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Parameterized Splitting Systems
for the Discrete Logarithm

Sungwook Kim and Jung Hee Cheon

Abstract—Hoffstein and Silverman suggested the use of low
Hamming weight product (LHWP) exponents to accelerate group
exponentiation while maintaining the security level. With LHWP
exponents, the computation costs on GF(2n) or Koblitz elliptic
curves can be reduced significantly, where the cost of squaring
and elliptic curve doubling is much lower than that of multi-
plication and elliptic curve addition, respectively. In this paper,
we present a parameterized splitting system with an additional
property, which is a refinement version of the system introduced
in PKC’08. We show that it yields an algorithm for the discrete
logarithm problem (DLP) with LHWP exponents with lower
complexity than that of any previously known algorithms.

To demonstrate its application, we attack the GPS identi-
fication scheme modified by Coron, Lefranc, and Poupard in
CHES’05 and the DLP with Hoffstein and Silverman’s (2,2,11)-
exponent. The time complexity of our key recovery attack against
the GPS scheme is 261.82, which was expected to be 278. Hoffstein
and Silverman’s (2,2,11)-exponent can be recovered with a time
complexity of 253.02, which is the lowest among the known
attacks.

Index Terms—Discrete Logarithm Problem with Low Ham-
ming Weight Product (LHWP) Exponents, Parameterized Split-
ting Systems.

I. INTRODUCTION

Let g be a generator of a finite cyclic group G of order
m. Given g and h = gx ∈ G, the discrete logarithm problem
(DLP) is to compute x ∈ [0,m − 1], which is denoted by
logg h. The DLP is one of the most important underlying
mathematical problems in cryptographic applications. The se-
curity of many of the current cryptosystems and cryptographic
protocols is based on the hardness of the DLP.

The efficiency of DLP-based cryptosystems primarily relies
on the speed at which exponentiation can be performed. One
approach to achieve fast exponentiation is to use integers
of low Hamming weight (LHW) as secret exponents [1],
because the number of multiplications required for an expo-
nentiation depends on the weight of the exponent. However,
more efficient attacks on the DLP with LHW exponents
have been proposed by Heiman-Odlyzko [10] and then by
Coppersmith [3], [4], [15] and so the advantage of LHW
exponents becomes insignificant. In fact, the time complexity,
which means the number of required group operations, of
Coppersmith’s algorithm is about the square root of the size
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of the key space. It can be regarded as almost optimal in the
sense that the complexity of the DLP on a group is lower
bounded by the square root of the group order in the generic
group model [20].

To resist previous attacks and achieve a greater speed-up,
Hoffstein and Silverman suggested the use of low Hamming
weight product (LHWP) exponents [11]. This was then ap-
plied to the GPS identification scheme, recommended by the
NESSIE project [9], in which a secret key is taken as a product
of two integers having low Hamming weights [8], [5]. In a
general manner, this type of the DLP is a form of h = gxy ,
where x is an integer of length n and Hamming weight t, and
y is an element of a set Y . The essential part of the attack for
this exponent is to split x into the sum of u and v and then
apply the meet-in-the-middle technique for hy

−1
g−u = gv so

that the number of group operations required to compute the
left-hand side of the above equation is almost equal to that
of right-hand side. However, the splitting of x in Heiman-
Odlyzko’s or Coppersmith’s algorithm has a fixed length n or
a fixed weight t/2, respectively, and thus does not fit into this
situation.

In this paper, we propose a more flexible splitting system,
called a parameterized splitting system. It can be regarded as
a generalization of Coppersmith’s splitting system: given a
bit string of length n and weight t and any positive integer
t1 < t, there exists a part of the string of length n1 and
weight t1 where n1

t1
≈ n

t . By exploiting this property, given
an n-bit integer x one can find an n1-bit integer u and an
(n − n1)-bit integer v of weight t1 and t − t1, respectively,
such that u+v2n1 ≡ x2k( mod 2n−1) for some integer k. The
concept of a parameterized splitting system was introduced in
the preliminary version [12] of this paper. In this paper, we
further refine it by adding a new property: when we split x
into u and v, we can take an odd u while maintaining other
properties, which reduces the attack complexity further.

We apply a parameterized splitting system to the private
key of the GPS identification scheme in [5] and [8] and to
Hoffstein and Silverman’s (2,2,11)-exponent in [11], both of
which are originally designated for 80-bit security. In [5],
Coron, Lefranc, and Poupard proposed an attack with 252

complexity to recover the private key of the modified GPS
identification scheme from CHES’04 and suggested a new
private key that they claimed had a security level of 278.
But our parameterized splitting system reduces them to 245.57

and 264.53, respectively, and its randomized version reduces
them to 244.57 and 261.82, respectively. In [2], Cheon and Kim
introduced the notion of rotation-free elements and proposed
an attack with 255.9 group exponentiations to Hoffstein and
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Silverman’s (2,2,11)-exponent. We reduce it further to 253.02

by combining parameterized splitting systems and the notion
of rotation-freeness.

The paper is organized as follows: in Section 2, we briefly
introduce Heiman-Odlyzko’s algorithm and Coppersmith’s
splitting system. In Section 3, we propose parameterized
splitting systems. In Section 4, we describe the method to solve
the DLP with LHWP exponents using parameterized splitting
systems. In Section 5, we analyze the security of the GPS
identification scheme and Hoffstein and Silverman’s (2,2,11)-
exponent. Finally, we conclude in Section 6.

Notation: Throughout this paper we use the following no-
tation. Let g be a generator of a finite cyclic group G of
order m. We represent Zm as a set {0, 1, 2, . . . ,m− 1}. Then
n = dlog2me bits are required to represent an element of
Zm as a binary string. For an integer x, x mod n is used
to denote the remainder of x when divided by n. We denote
the Hamming weight of x by wt(x), which is defined as the
number of nonzero coefficients in its binary representation.
Given a and b with 0 ≤ a, b < n and a 6= b, we define

[a, b)n =

{
{a, a+ 1, . . . , b− 1} if a < b,

[a, n)n ∪ [0, b)n if b < a.

We call a the starting element of the interval [a, b)n.

II. DLP WITH LHW EXPONENTS AND SPLITTING
SYSTEMS

Using LHW exponents is one approach to accelerate group
exponentiations. For an exponent x of Hamming weight t over
a group GF(2n), only t − 1 multiplications are required for
exponentiation if a group element is represented with respect
to a normal basis [1]. On Koblitz elliptic curves the same
operations are required since the computation cost of doubling
is almost free. But the use of LHW exponents may weaken
the security of the scheme. Heiman-Odlyzko’s algorithm [10]
and Coppersmiths algorithm [3], [4], [15] were proposed to
analyze the security of LHW exponents. In this section we
briefly describe the two algorithms.

A. Heiman-Odlyzko’s Algorithm

Given an integer x of weight t, and a non-negative integer
t1 < t we want to express x as the sum of two integers x1

and x2, with weights t1 and t − t1, respectively. Such x1 is
easily obtained by choosing t1 positions among the nonzero
coefficients of the binary representation of x. Then we have

h = gx = gx1+x2 ,

and so

hg−x1 = gx2 . (1)

Heiman-Odlyzko’s algorithm works as follows: first we
compute hg−x1 for each x1 ∈ Zm of weight ts, build a lookup
table that contains all the pairs (hg−x1 , x1), and support an
efficient search on the first component. Then we compute gx2

for each x2 ∈ Zm of weight t − ts and use the lookup table
to find a collision.

Note that the exponentiations can be performed incre-
mentally so that each requires only a constant number of
group operations. Neglecting logarithmic factors required to
sort the table, the time complexity of Heiman-Odlyzko’s
algorithm is O

((
n
ts

)
+
(
n

t−ts

))
group operations in G. Since

we need to store only either the left- or right-hand side,
the space complexity of Heiman-Odlyzko’s algorithm is
O
(

min{
(
n
ts

)
,
(
n

t−ts

)
}
)

.

B. Coppersmith’s Algorithm
Coppersmith’s algorithm comes from the following obser-

vation called Coppersmith’s Splitting System. For the proof,
refer to [22].

Theorem 1 (Coppersmith’s Splitting System): Suppose
n and t are both even integers. Let I = [0, n)n and
B = {Bi : 0 ≤ i ≤ n

2 − 1}, where Bi = [i, i + n
2 )n is

an interval called a block. Then for every T ⊆ I such that
|T | = t, there exists a block B ∈ B such that |T ∩B| = t

2 .

This system can be extended to odd integers n and t [22],
where n

2 and t
2 are replaced by the nearest integers to n

2 and
t
2 , respectively.

Coppersmith’s algorithm works as follows: given a binary
representation

∑n−1
i=0 xi2

i of x ∈ Zm, we define

uk :=

n
2−1∑
j=0

xk+j mod n2k+j mod n,

vk := x− uk
for k = 0, . . . , n2 − 1. By Theorem 1, there exists i such that

x =
n−1∑
j=0

xj2j = ui + vi,

where wt(ui) = wt(vi) = t
2 . As in Eq. (1), we can compute

x using

hg−ui = gvi .

This algorithm has a time complexity of O
(
n
(n

2
t
2

))
and a

space complexity of O
((n

2
t
2

))
.

The randomized version of the above algorithm was in-
vented by Coppersmith [4] and is described in [22]. In this
version, a block B consists of randomly chosen n

2 elements
in [0, n)n. The time and space complexities of the randomized
version are O

(√
t
(n

2
t
2

))
and O

((n
2
t
2

))
, respectively.

III. PARAMETERIZED SPLITTING SYSTEMS

In this section we propose parameterized splitting sys-
tems. A parameterized splitting system is a generalization of
Coppersmith’s splitting system for further applications. Given
T ⊂ I , Coppersmith’s splitting system gives B ∈ B such that
|T ∩B| = t/2. Our parameterized splitting system, however, is
flexible since it provides T with |T ∩B| = ts and |B| = b tsnt c
for any 1 ≤ ts ≤ t, which yields an efficient algorithm for
the DLP with LHWP exponents. Furthermore, if we take B
similar to Theorem 1, then it has an additional property that
one of these Bs must have the starting element belonging to
T .
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A. Parameterized Splitting Systems
We start with the definition of parameterized splitting sys-

tems.

Definition 1 (Parameterized Splitting Systems): Let n and
t be integers such that 0 < t < n and I = [0, n)n. For any ts
with 1 ≤ ts ≤ t, a subset Bn of {B ⊂ I : |B| = b tsnt c} with
cardinality N is called an (N ;n, t, ts)-parameterized splitting
system of I if there exists a block B ∈ B such that |T∩B| = ts
for every T ⊆ I with |T | = t.

Theorem 2: Let 1 ≤ ts ≤ t < n be integers and ns =
b tsnt c. Then Bn = {Bi = [i, i + ns)n : 0 ≤ i ≤ n − 1} is
an (n;n, t, ts)-parameterized splitting system of I = [0, n)n
with additional property: for any T ⊂ I of cardinality t, there
exists a block Bi ∈ Bn such that i ∈ T and |Bi ∩ T | = ts.

Proof: Let T = {y0, y1, . . . , yt−1}. For 0 ≤ i ≤ t − 1,
we define

Ii := [yi mod t, yi+1 mod t)n

and
Ai := Ii mod t ∪ · · · ∪ Ii+ts−1 mod t.

Then |T ∩Ai| = ts for all i. Since Ii =
⋂ts−1
j=0 Ai−j mod t,

|A0|+ |A1|+ · · ·+ |At−1| = ts

t−1∑
i=0

|Ii| = ts|I| = tsn.

If |Ai| = ns for some i, then this block Ai =
[yi mod t, yi+ts mod t)n is the desired one. Now suppose that
|Ai| 6= ns for all i. If |Ai| < ns for all i, then

tsn =
t−1∑
i=0

|Ai| < tns = t

⌊
tsn

t

⌋
≤ tsn,

which is a contradiction. If |Ai| > ns for all i, then

tsn =
t−1∑
i=0

|Ai| ≥ t(ns + 1) > tsn,

which is a contradiction. Hence there exists i such that |Ai| <
ns and |Ai+1 mod t| > ns, which implies

|[yi+1 mod t, yi+ts mod t)n| = |Ai ∩Ai+1 mod t| < ns

and

|(Ai∩Ai+1 mod t)∪[yi+ts mod t, yi+ts+1 mod t)n| =

|Ai+1 mod t| > ns.

Then there exists ` ∈ [yi+ts mod t, yi+ts+1 mod t)n such that
|[yi+1 mod t, `)n| = ns. This block [yi+1 mod t, `)n is what we
want to find because

T ∩ [yi+1 mod t, `)n = T ∩Ai+1 mod t

= {yi+1 mod t, . . . , yi+ts mod t}

whose cardinality is equal to ts.

The above (n;n, t, ts)-parameterized splitting system guar-
antees that for any given target string x of length n and weight
t, by trying at most n blocks of ns consecutive elements, we
can split x into the sum of two strings, one of which is of
length ns and weight ts, and starts from one of the fixed t
positions.

B. A Randomized Version
We may consider a faster algorithm by using probabilistic

approaches. Given n, t, ns and ts, we randomly choose B ⊂ I
such that |B| = ns and check whether |T ∩B| = ts. The total
number of blocks B such that |B| = ns and |T ∩ B| = ts is(
t
ts

)(
n−t
ns−ts

)
. Hence given ts, the probability of success is

p =

(
t
ts

)(
n−t
ns−ts

)(
n
ns

) .

We note that p is also equal to(
ns

ts

)(
n−ns

t−ts

)(
n
t

) .

In order to calculate the lower bound of p, we need Lemma
1 from [14].

Lemma 1: Suppose that n and λn are positive integers,
where 0 < λ < 1. Define

H(λ) = −λ log2 λ− (1− λ) log2(1− λ).

Then
2nH(λ)√

8nλ(1− λ)
≤
(
n

λn

)
≤ 2nH(λ)√

2πnλ(1− λ)
.

The lower bound of p can be easily obtained using Lemma
1 if t|tsn including the case that n is even and ts = t/2 [22].
But if t - tsn, a more elaborate proof is required.

Theorem 3: 1 Suppose 2 ≤ t ≤ n/2 and 1 ≤ ts ≤ t/2.
Then

p >
1
4

√
nπ

et(n− t)
>

√
π

4
√
et
.

Furthermore, if t | tsn, then

p >
1
4

√
nπ

t(n− t)
>

√
π

4
√
t
.

Proof: Let λ1 = ts
t , λ2 = ns−ts

n−t and λ = ns

n . Then we
can write

p =

(
t
λ1t

)(
n−t

λ2(n−t)
)(

n
λn

) .

From Lemma 1,

p ≥
2tH(λ1)+(n−t)H(λ2)−nH(λ) ·

√
λ(1− λ) ·

√
2πn√

λ1(1− λ1)λ2(1− λ2) · 8
√
t(n− t)

.

If t | tsn, then ns = tsn/t and so λ1 = λ2 = λ. Hence,
tH(λ1) + (n − t)H(λ2)− nH(λ) = 0. If t - tsn, then λ2 <
λ < λ1 ≤ 1

2 . Since H is a continuous function, by the mean
value theorem there exist λ < c1 < λ1 and λ2 < c2 < λ such
that H(λ1)−H(λ) = H ′(c1)(λ1 − λ) and H(λ2)−H(λ) =
H ′(c2)(λ2 − λ). Hence we have

tH(λ1) + (n− t)H(λ2)− nH(λ)
= t(H(λ1)−H(λ)) + (n− t)(H(λ2)−H(λ))
= tH ′(c1)(λ1 − λ) + (n− t)H ′(c2)(λ2 − λ)

=
tsn− tns

n
(H ′(c1)−H ′(c2)).

1We previously suggested a lower bound for p in Lemma 3 in [12]. But it
turned out that the proof has a flaw. We have corrected it.
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Again by the mean value theorem, there exists c2 < c < c1
such that H ′(c1)−H ′(c2) = H ′′(c)(c1− c2) since H ′ is also
continuous. From the inequality tsn− tns ≤ t− 1, we have

tsn− tns
n

(H ′(c1)−H ′(c2))

=
tsn− tns

n
H ′′(c)(c1 − c2)

≥ t− 1
n
· −log2 e

λ2(1− λ2)
· t− 1

(n− t)t
> −log2

√
e,

where the first inequality holds since H ′′(x) = − log2 e
x(1−x) is

increasing for 0 < x < 1/2 and c1 − c2 < λ1 − λ2, and the
second is obtained by using 1/(n− t) ≤ λ2 and (t− 1)/n <
1/2.

Since

λ1(1− λ2) ≤ λ1 =
ts
t
≤ 1

2
,

√
λ(1− λ)√

λ1(1− λ1)λ2(1− λ2)
≥

√
λ2(1− λ1)√

λ1(1− λ1)λ2(1− λ2)

=
1√

λ1(1− λ2)
>
√

2.

Therefore

p > 2− log2
√
e ·
√

2 ·
√

2πn
8
√
t(n− t)

>

√
π

4
√
et
.

Theorem 3 shows that the expected value of trials to find
an appropriate block B such that |T ∩ B| = ts is O(

√
t),

regardless of n and ts.

IV. APPLICATIONS TO THE DLP WITH LHWP EXPONENTS

In this section we describe how parameterized splitting
systems can be used to solve the DLP with LHWP exponents.
We further extend our method to the case where the order of
a generator g is unknown.

A. The DLP with LHWP Exponents When the Order of g is
Known

Let G be a cyclic group of order m generated by g. Given
h ∈ G, the DLP is to find z such that h = gz . We consider
this problem when z is a product of two elements x ∈ X and
y ∈ Y for two subsets X and Y of Zm.

If we apply the meet-in-the-middle technique for the equa-
tion hy

−1
= gx, x and y can be computed in O(|X| + |Y |).

This might not be the best approach when |X| is greater than
|Y |. In this unbalanced case, it might be better to split x as
u + v for u ∈ U and v ∈ V where U and V are subsets of
Zm satisfying X ⊂ U + V := {u + v|u ∈ U, v ∈ V }. Then
we check the following equality for each y ∈ Y as in [5]:

h (gy)−u = (gy)v .

Then the complexity becomes O(|Y |(|U |+ |V |)). When X is
a set of LHW elements, the usable splitting systems include

those of Heiman-Odlyzko [10] and Coppersmith [4]: the latter
has a lower complexity.

To lower the complexity, we may consider the following the
equation, as suggested in [11],

hy
−1
g−u = gv. (2)

The meet-in-the-middle attack using the above equation has
the complexity O(|Y ||U | + |V |), which is smaller than the
previous when |U | < |V |. For the above X consisting of
LHW elements, it is obtained by Heiman-Odlyzko’s algorithm,
but not by Coppersmith’s algorithm, which supports only
symmetric splitting with |U | ≈ |V |.

Let us consider the subset X of Zm

X = {x =
n−1∑
j=0

xj2j : xj = 0 or 1,wt(x) = t}.

We explain how to apply our parameterized splitting systems
of Theorem 2 in more detail. Define

T = {j : xj = 1} ⊂ I = [0, n)n.

Given ts ∈ [0, d t2e], there exists an (n;n, t, ts)-parameterized
splitting system (I,B) by Theorem 2. Hence there is a block

Bi = [i, i+ ns mod n)n ∈ B

such that |T ∩Bi| = ts. For this i, we set

u =
ns−1∑
j=0

xi+j mod n2i+j mod n.

Then we have wt(u) = ts and wt(v) = t− ts for v := x− u.
Furthermore we can force the first nonzero bit of u to be xi.

The algorithm works as follows: for each i with 0 ≤ i ≤
n− 1, we define

Ui := {u =
ns+i−1∑
j=i

uj mod n2j mod n : ui = 1,wt(u) = ts}

and

Vi := {v =
n−1∑
j=0

vj2j : vi = vi+1 mod n = . . .

= vns+i−1 mod n = 0,wt(v) = t− ts}.

Then we compute the left-hand side of Eq. (2) for all u ∈ Ui
and y ∈ Y , and store them after sorting by the value hy

−1
g−u.

Second, we compute the right-hand side of Eq. (2) for each
v ∈ Vi and check if it is in the list from the first part.

We have to compute |Y |
(
ns−1
ts−1

)
exponentiations in the first

step,
(
n−ns

t−ts

)
exponentiations in the second step, and repeat

these two steps n times. Hence the time complexity is

O

(
n

(
|Y |
(
ns − 1
ts − 1

)
+
(
n− ns
t− ts

)))
.

Since we can store the smaller set among the sets from the
first and the second step, the space complexity is

O

(
min

{
|Y |
(
ns − 1
ts − 1

)
,

(
n− ns
t− ts

)})
.
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The randomized version of this algorithm uses randomly
chosen blocks that do not need to be sets of consecutive num-
bers. Theorem 3 guarantees that we can find an appropriate
block in at most 4

√
et√
π

trials. Thus, the running time of the
randomized version is

O

(√
t

(
|Y |
(
ns
ts

)
+
(
n− ns
t− ts

)))
.

The space requirement is same as that of the deterministic
version.

B. The DLP with LHWP Exponents When the Order of g is
Unknown

We consider the DLP of LHWP exponents when the order
G is not known. We assume it is known that the order of G
is prime. Recall Eq. (2)

hy
−1
g−u = gv.

If the order of g is unknown, y−1 can not be computed from
y and so we cannot use Eq. (2) directly. However, we can
overcome this obstacle by the following trick in [5], and,
earlier, proposed in [21]: let

Υ =
∏
y∈Y

y, ĝ = gΥ.

Since the order of g is prime, for any nonzero x the order of
gx is equal to that of g. Hence ĝ is also a generator of G.
From

(hy
−1
g−u)Υ = (gv)Υ,

we have

h
Q

y′∈Y−{y} y
′
· ĝ−u = ĝv. (3)

Once we precompute and store ĝ, ĝ−1, and h
Q

y′∈Y−{y} y
′
,

we can solve the DLP using parameterized splitting systems
and a technique similar to that in the known-order case. Ac-
cording to the algorithm proposed in [5], {h

Q
y′∈Y−{y} y

′
: y ∈

Y } can be computed in |Y | log2 |Y | group exponentiations.
Thus the total time and memory complexities for solving
the DLP increase by |Y | log2 |Y | both in the deterministic
or randomized versions. However, this increment is almost
negligible because log2 |Y | ≤ n when |X| ≥ |Y |.

V. CRYPTANALYSIS

In this section, we apply our algorithms to the GPS
identification scheme, introduced by M. Girault in [7] and
proved secure by G. Poupard and J. Stern in [18], and the
cryptosystem with LHWP exponents proposed by Hoffstein
and Silverman [11].

A. The GPS Identification Scheme

The GPS identification scheme, the only identification
scheme in the recommended portfolio of the NESSIE project
[9], is an interactive protocol between a prover and a verifier
which contains one or several rounds of three passes [8]. Let
N be a product of two primes that is hard to factorize. The

Prover Verifier

choose r ∈ [0, 2R)

compute W = gr mod N
W−→

choose c ∈ [0, 2k)
c←−

check c ∈ [0, 2k)

compute z = r + x× c
z−→ check z ∈ [0, 2R + 2k+S)

verify gzhc = W

Fig 1. The GPS Identification Scheme

GPS identification scheme is based on the DLP over G = 〈g〉,
where g is an element of ZN ∗ of maximal order m and the
order of g is kept secret. When h = g−x mod N , the private
key of the prover is x and the public keys are (N, g, h).

The four security parameters of the GPS scheme are as
follows [8]:
• S is the binary size of x. Typically, S=160.
• k is the binary size of the challenges sent to the prover

and determines the level of security of the scheme.
• R is the binary size of the exponents used in the

commitment computation. Typically R = S + k + 80.
• e is the number of rounds the scheme is iterated.

Theoretically, e is a polynomial in the size of the security
parameter. But, in practice, e is often chosen equal to 1.

Assuming the commitment is precomputed, the efficiency of
the protocol from the prover side depends on the computation
cost of z = r + x× c carried by the prover in Fig 1. For fast
computation of the response, Girault and Lefranc suggested
the use of a LHWP secret key [8]; that is, given a S-bit secret
key x, we choose ` numbers, x1, . . . , x`, where xi has bit-
length ni and Hamming weight ti. Here S =

∑`
i=1 ni. If c is

a k-bit number, computing z = r + x × c requires S + k +∑`
i=1 ti × (k +

∑i−1
j=1 nj) bit additions.

As a concrete example, in [8], a private key x was proposed
to be x = x1x2, where x1 is a 19-bit number with 5 random
bits equal to 1, chosen from among the 16 least significant
ones and x2 is a 142-bit number with 16 random bits equal
to 1, chosen from among the 138 least significant ones. With
this private key, the prover should perform 1168 bit additions
for computing z = r + x × c. Later, in order to strengthen
the security, x1 and x2 were proposed to be a 30-bit number
with 12 nonzero bits and a 130-bit number with 26 nonzero
bits, respectively [5]. With this private key, the prover should
perform 2188 bit additions.

Now we attack these parameters. We set |X1| =
(

16
5

)
, n2 =

138, t2 = 16 for the private keys from [8] and |X1| =(
30
12

)
, n2 = 130, t2 = 26 for the private keys from [5]. Since

N is public, we can easily compute ĝ−1 of Eq. (3) using the
extended Euclidean algorithm. We note that ts is chosen to
minimize the time complexity.

Tables 1 and 2 compares the complexities of the processes of
recovering the private keys for the scheme suggested in [8] and
[5], respectively. For the private key suggested [8], Coron et al.
[5] presented an attack requiring 252 group exponentiations.
But the parameterized splitting system and its randomized
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version reduce this further to 245.57 and 244.57, respectively.

Method Exponentiations Storage
[8] 252 233

Deterministic, ts = 7 245.57 237.41

Probabilistic, ts = 7 244.57 237.41

Table 1. Private Keys from [8]

Table 2 shows that a parameterized splitting system and its
randomized version reduce the complexity of the DLP with
the private key proposed in [5] from 277.3 to 264.53 and 261.82,
respectively. We can use the better bound of p in Theorem 3
because t2 | n2.

Method Exponentiations Storage
[5] 277.3 243.9

Deterministic, ts = 10 264.53 254.58

Probabilistic, ts = 9 261.82 256.09

Table 2. Private Keys from [5]

We note that the private keys with n1 +n2 = 160 and t1 +
t2 ≤ 44 can be revealed in 270 group exponentiations. Under
these condition the strongest private key, whose security level
is 269.92, is obtained when n1 = 3, t1 = 1, n2 = 157 and t2 =
43. And the private keys with t1 + t2 ≤ 52 can be revealed in
275 group exponentiations. Under these condition the strongest
private key is obtained when n1 = 3, t1 = 1, n2 = 157 and
t2 = 51. This private key achieves a security level of 274.94.
We get the above results by applying a randomized version to
all keys under a given condition.

B. Hoffstein and Silverman’s Exponents

Hoffstein and Silverman proposed the use of exponent
x = x1x2x3 ∈ Z21000−1, where x1, x2 and x3 are integers of
wt(x1) = 6, wt(x2) = 7 and wt(x3) = 7, called a (6,7,7)-
exponent, or wt(x1) = 2, wt(x2) = 2 and wt(x3) = 11
[11], called a (2,2,11)-exponent. When ignoring squaring,
which is much faster than a multiplication in binary fields,
the computation of gx requires 5+6+6=17 multiplications
for a (6,7,7)-exponent and 1+1+10=12 multiplications for a
(2,2,11)-exponent. For a (6,7,7)-exponent, all values of the
Hamming weights are similar. Hence, splitting one of xi does
not afford an advantage. Therefore, we focus on a (2,2,11)-
exponent.

Before attacking this exponent we introduce the concept of
rotation-free elements [2]. An equivalent relation ∼ on Z2n−1

is defined as follows: a ∼ b if and only if there exists a non-
negative integer i such that a = 2ib.

The idea behind Cheon and Kim’s attack on LHWPs is
to reduce the key search space by considering only one
element from each equivalent class. However since there is no
known algorithm to generate such representatives efficiently,
they suggested the use of a set of rotation-free elements that
contains at least one representative for each equivalent class.
The set is only slightly larger than the number of equivalent
classes and is easily generated.

Definition 2: (Rotation-Free Elements [2]) An element z ∈
Z2n−1 is called a rotation-free element if there is a t-tuple
(a1, a2, . . . , at) for a positive integer t satisfying

Method Exponentiations Storage
[2] 255.9 254.5

Ours , ts = 4 253.02 249.80

Table 3. The Hoffstein and Silverman’s (2,2,11)-Exponent

1) ai ≥ a1 for 1 ≤ i ≤ t;

2)
t∑
i=1

ai = n;

3) z = 2n−1 + 2n−1−a1 + · · ·+ 2n−1−(a1+a2+···+at−1).

Let n, t be positive integers with t < n and RF(n, t) be the
number of rotation-free elements of weight t in Z2n−1. Then
RF(n, t) is given in [2] by

RF(n, t) =
bn

t c−1∑
i=0

(
n− 2− ti
t− 2

)
.

Now we propose an improved attack to a (2,2,11)-exponent.
According to the trick of [2], we convert the equation y =
gx1x2x3 to y2tx̄−1

1 x̄−1
2 = gx3 , where 0 ≤ t < n = 1000 and

each of x̄1 and x̄2 is a rotation-free element in Z2n−1. Then
we split x3 into x3 = x4+x5 using our parameterized splitting
system with wt(x4) = ts and wt(x5) = 11− ts. We then have

y2tx̄−1
1 x̄−1

2 g−x4 = gx5 . (4)

We take more operations to Eq. (4). By repeating squaring
both sides of Eq. (4), we may assume that x4 is just the first ns
bits of 2t

′
x3 for some t′. Then the complexity of the splitting

systems is reduced by n. That is, it is sufficient to consider
a string of length ns with ts weights and starting from 1 for
x4. Therefore the total time complexity for ts = 4 is equal to

n ·
(

RF(n, 2) + 1
2

)
·
(
ns − 1
ts − 1

)
+
(
n− ns
t− ts

)
≈ 253.02

group exponentiations and the space complexity is equal to
249.80. The second term of the left-hand side is obtained from
a combination with repetition of RF(n, 2) elements choose 2.
It is a deterministic algorithm, but has no less complexity than
our randomized algorithm. We summarize the results in Table
3.

C. Implementations

The full implementation of the proposed attacks is not easy
due to huge memory requirements. For example, the proposed
attack in GF(21000) for (2, 2, 11)-exponents requires 249.80

memory, which amounts to about 216 TBytes. It is too huge
to store.

To verify the effectiveness of our attack and estimate the
attack time in practice, we may try an implementation of
our attacks for modified parameters requiring smaller time
and storage complexity. We have chosen (2,2,11) exponents
because the change of the size of the base field is enough to
reduce the complexity within practical bound. On GF(261), we
take ts = 4 and the lookup table for right-hand side of Eq. (4)
consists of about 223.87 elements, which requires 0.25 GBytes
memory. The number of y2tx̄−1

1 x̄−1
2 of Eq. (4) is about 225.17.

Hence the time complexity is about 223.87 + 225.17 ≈ 225.66.
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The experiment was performed using the NTL [19] on a
machine with a dual-core AMD Opteron 2.6 GHz CPU and 4
GBytes RAM. We have tested the attack for 200 number of
randomly chosen h. The discrete log of each h was computed
in 219.64 seconds on average. More precisely, computing ex-
ponentiations for 223.87 exponents and constucting the lookup
table took 103.6 senconds. And computing on-the-fly and
finding a match on the loolup table took 116.04 seconds.

A multiplication in GF(21000) could be 162 times slower
than GF(261) using a schoolbook multiplication method.
Using a fast arithmetic, however, a multiplication in GF(21000)
is about 5 times slower than GF(261) by our experiment.
Hence the attack time on (2, 2, 11)-exponents in GF(21000) is
estimated to be about 219.64 ·5 ·253.02−25.66 ≈ 237.6 seconds.
We note that the attack on real parameters are possible only
with sufficiently large memory allowing efficient read and
write.

VI. CONCLUSION AND FUTURE WORK

In this paper, we have proposed a parameterized splitting
system, which is the refinement of a parameterized splitting
system in [12]. The flexibility in the choice of the size of a
block allows easier control of the trade-off between time and
space complexity for solving the DLP with LHWP exponents.
Moreover, the property that such a block starts with one
reduces the time complexity further.

In the generic group model, the computational complexity
of the DLP constrained to a subset S of a group G is known
to be lower-bounded by the square root of the cardinality of S
[20], [13]. In [6], Erdös and Newman asked for finding a set
that is resistant to the baby-step giant-step algorithm, i.e., the
computational complexity of the DLP on S is larger than the
square root of the cardinality of S. A set of LHWP exponents
is a good candidate for this problem. The attack on LHWP
exponents using a parameterized splitting system is the most
efficient of any previously known algorithms, but is still larger
than the square root bound of the key space. In particular,
when the secret exponent is the product of three integers with
almost-equal Hamming weights, our algorithm is far from the
bound. It still remains open whether a set of LHWP exponents
is an answer to the Erdös and Newman question.

So far today, all known efficient algorithms for the DLP with
LHWP exponents require the space complexity comparable
to the time complexity while the ordinary DLP has space-
efficient algorithms such as Pollard rho or kangaroo [16], [17].
It would be an important future research question to find a
space-efficient algorithm for this problem.
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