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Abstract. We propose an improved implementation of modified Weil
pairings. By reduction of operations in the extension field to those in
the base field, we can save some operations in the extension field when
computing a modified Weil pairing. In particular, computing e`(P, φ(P ))
is the same as computing the Tate pairing without the final powering.
So we can save about 50% of time for computing e`(P, φ(P )) compared
with the standard Miller’s algorithm.
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1 Introduction

Since Joux [16] proposed the one-round tripartite Diffie-Hellman protocol using
pairings in 2000, a great deal of work on pairing-based cryptography has been
done. An excellent reference to those work is Barreto’s ‘Pairing-Based Crypto
Lounge’ [3]. Due to the fact that pairings are now prevalent and applicable
to many aspects of cryptography, it becomes important to implement pairings
efficiently. The main strength of the Weil and the Tate pairings in cryptography
is their bilinearity. In many cryptographic applications, however, another strong
property, called non-degeneracy, is required. But the Weil and Tate pairings are
trivial when applied to two dependent points. This problem can be solved using
distortion maps, suggested by Verheul [25]. The pairings with distortion maps
are called modified pairings.

Modified pairings are used in most pairing-based cryptography : tripartite
Diffie-Hellman [16], identity-based encryption [5], identity-based signatures [9],[15],
[22] ; short signatures [6, 27], identity-based chameleon hash [26], identification
scheme [18], and so on. In particular, many pairing-based cryptographic ap-
plications require to compute special values of modified Weil pairing, namely,
e(P, φ(P ))’s. See [15],[22],[18],[26],[27].

? Part of this work was done while the first author was visiting Columbia University
in 2004.



The methods that are employed in cryptography till now are the Weil and
the Tate pairing algorithms whose implementations require quite extensive com-
putations. To date, there are a few papers about implementing the Weil and
Tate pairings. For examples,

- Miller’s algorithm [21]
- Galbraith et al. on implementing the Tate pairing [14, 2]
- Barreto et al. on computing the Tate pairing [1, 2]
- Eisenträger et al. on improved Weil pairing evaluation [10] and

on the squared Weil and Tate pairings [11]

Most works focused on speeding up the computation of the Tate pairing
because the Weil pairing is more time-consuming. We need two Miller steps for
computing the Weil pairing while computing the Tate pairing requires only one
Miller step. One Miller step is called the Miller lite part and the other Miller
step is called the full Miller part[24]. By comparing the exponentiation of the
Tate pairing with the computation of the full Miller part, one can see a proper
power of the Weil pairing can be computed faster than the Tate pairing at high
security levels [19].

Our contribution : In this paper, we present an improved implementation of
modified Weil pairings using distortion maps. When computing e`(P, φ(Q)), the
full Miller part becomes the same as the Miller lite part. In particular, when
computing e`(P, φ(P )), we just need to evaluate the Miller lite part. Computing
e`(P, φ(P )) is the same as computing the Tate pairing without the final powering.
So, we can save about 50% of time for computing e`(P, φ(P )) compared with
the standard Miller’s algorithm.

Outline of the paper : In Section 2, we review the definitions and basic prop-
erties of the Weil pairing and modified Weil pairings. In Section 3, we give
definitions, propositions and examples of injective, separable distortion maps. In
Section 4, we propose our methods computing general values and special values
of a modified Weil pairing. Finally we conclude in Section 5.

2 The Weil pairing and modified Weil pairings

2.1 The Weil pairing

Let Fq denote the finite field containing q elements, where q is a prime power,
and Fq be an algebraic closure of Fq. An elliptic curve E(Fq) is the set of all
solutions (x, y) over Fq to an equation

y2 + a1xy + a3y = x3 + a2x
2 + a4x+ a6 ,

where ai ∈ Fq for all i, together with the point at infinity O.



A divisor D on E(Fq) is a finite linear combination of symbols (P ) with
integer coefficients :

D =
∑

P∈E(Fq)

nP (P ) , nP ∈ Z.

The set Div(E) of divisors is the free abelian group generated by the symbols
(P ). The support of a divisor D =

∑
P nP (P ) is the set of points P with nP 6= O.

Let f be a nonzero rational function on E(Fq). The divisor of a function f is

div(f) =
∑

P

ordP (f)(P ),

where ordP (f) ∈ Z is the order of zero or pole of f at P . Given a divisor
D =

∑
P nP (P ), we define

f(D) =
∏

P

f(P )nP

For two divisors D1, D2 ∈ Div(E), we say that D1 and D2 are equivalent (write
D1 ∼ D2) if D1 −D2 = div(f) for some rational function f . The relation ∼ is
an equivalence relation on Div(E).

Let ` be a positive integer which is prime to p = char(Fq) and

E[`] = {P ∈ E(Fq)|`P = O}.

For P,Q ∈ E[`], let AP and AQ be divisors which are equivalent to (P ) − (O)
and (Q)− (O), respectively, and have disjoint support. Then there exist rational
functions fAP and fAQ such that div(fAP ) = `AP and div(fAQ) = `AQ. The
Weil pairing of order ` is the map

e` : E[`]× E[`] −→ µ`

defined by

e`(P,Q) =
fAP (AQ)
fAQ(AP )

,

where µ` is the set of `-th roots of unity.

2.2 Modified Weil pairings

Let P ∈ E[`]. Then the value of e`(P, P ) is 1. If the point P and Q are linearly
dependent, the value of e`(P,Q) is still 1 by the bilinearity of the Weil pairing. In
many cryptographical applications, this causes some trouble. We can avoid this
trouble using distortion maps of Verheul. A distortion map φ with respect to the
point P ∈ E(Fq) is an endomorphism that maps P to φ(P ) ∈ E(Fqk) for some
k which is linearly independent from P . By [25], distortion maps always exist
on supersingular curves with only a finite number of exceptions but not on most



non-supersingular curves. Examples of distortion maps on supersingular curves
are given in [17]. With respect to a distortion map φ, we define a modified Weil
pairing ê` as follows:

ê`(P,Q) = e`(P, φ(Q)).

Note that with a given point P , one can obtain a pair (P, φ(P )) of points that are
linearly independent. In many pairing-based cryptographic settings, a modified
Weil pairing is defined on G×G, where G is a cyclic group 〈P 〉.

2.3 Miller’s algorithm

The main part of computing the Weil/Tate pairing is to find the rational function
fAP and evaluate fAP (AQ). We need to evaluate fAP (AQ) and fAQ(AP ) for
computing the Weil pairing. The evaluation of fAP (AQ), is called Miller lite
part and the evaluation of fAQ(AP ), is called the full Miller part. Let gU,V be
the line passing through points U, V ∈ E and gU be the vertical line passing
through points U,−U .

Theorem 1 (Miller’s formula) Let P be a point on elliptic curve and fc be a
rational function with divisor (fc) = c(P ) − (cP ) − (c − 1)(O), c ∈ Z. For all
a, b ∈ Z and Q ∈ E,

fa+b(Q) = fa(Q) · fb(Q) · gaP,bP (Q)/g(a+b)P (Q)

If P ∈ E[`] and we choose AP = (P ) − (O), then fAP = fl. Hence we can
compute the Weil pairing by combining the above formulas with the double-
and-add method to compute lP . Note that if P ∈ E(Fq), then fAP is a rational
function over the base field Fq and if P ∈ E(Fqk), then fAP is a rational function
over the extension field Fqk . Since P ∈ E(Fq) and Q ∈ E(Fqk), the full Miller
part is more time-consuming than the Miller lite part.

3 Injective and separable distortion maps

Before we propose our methods computing modified Weil pairings, we need sev-
eral definitions and propositions. Many of them are from [7].

3.1 A separable endomorphism

Let φ be an endomorphism and P ∈ E(Fq).

Definition 1. The ramification index of φ at P is eφ(P ) = ordP (u ◦ φ), where
u is a uniformizing variable at φ(P ).

For the definition of the uniformizing variable, we refer the readers to [7]. It is
well known that the values of eφ(P ) remains the same for all P ∈ E(Fq). We
call this value the ramification index of φ, denoted by eφ.



Definition 2. For an endomorphism φ, we define φ∗ : Div(E)→ Div(E) to be
the homomorphism satisfying

φ∗((Q)) =
∑

φ(P )=Q

eφ(P ).

Definition 3. An endomorphism φ is called separable if eφ = 1, and inseparable
if eφ > 1.

Proposition 1. Assume that φ is an endomorphism and that r is a nonzero
rational function. Then

div(r ◦ φ) = φ∗(div(r))

Proof. See Proposition 11.9 of [7] or proposition 3.6(b) of [23].

¿From this proposition, we obtain the following.

Proposition 2. Let Q = φ(P ) and

div(fP ) = `(P )− `(O) div(fQ) = `(Q)− `(O).

If φ is injective and separable, then

div(fP ) = div(fQ ◦ φ).

Proof. By Proposition 1, the definition of φ∗, and the injectivity and separability
of φ, we have

div(fQ ◦ φ) = φ∗(divfQ)
= φ∗(`(Q)− `(O))
= `φ∗(Q)− `φ∗(O)
= `

(∑
φ(X)=Q eφ (X)

)
− `
(∑

φ(Y )=O eφ (Y )
)

= `(P )− `(O)
= div(fp).

3.2 Examples of injective separable distortion maps

The following proposition helps finding injective separable distortion maps that
are necessary in our algorithm.

Proposition 3. An endomorphism φ is inseparable if and only if

φ(x, y) = (u(xp, yp), v(xp, yp))

for some rational functions u and v, where p is the characteristic of Fq.

Proof. See Corollary 12.10 of [7].



Char. Ext. Deg. (q = pm) Curve Emb. Deg φ

p = 2 Odd m y2 + y = x3 2 φ1

p = 2
m ≡ ±1(8)

y2 + y = x3 + x+ b 4 φ2
m ≡ ±3(8)

p = 3
m ≡ ±1(12)

y2 = x3 + 2x+ 1 6 φ3
m ≡ ±5(12)

p = 3
m ≡ ±1(12)

y2 = x3 + 2x− 1 6 φ4
m ≡ ±5(12)

p > 3 (p ≡ 2(3)) m = 1 y2 = x3 + a 2 φ5

p > 3 (p ≡ 3(4)) m = 1 y2 = x3 + ax 2 φ6

Table 1. Examples of distortion maps

The following are examples of injective separable distortion maps.

φ1(x, y) = (ζx, y), where ζ2 + ζ + 1 = 0

φ2(x, y) = (x+ s2, y + sx+ t), where s4 + s = 0, t2 + t+ s6 + s2 = 0

φ3(x, y) = (−x+ r, iy), where r3 + 2r + 2 = 0, i2 + 1 = 0

φ4(x, y) = (−x+ r, iy), where r3 + 2r − 2 = 0, i2 + 1 = 0

φ5(x, y) = (ζx, y), where ζ2 + ζ + 1 = 0

φ6(x, y) = (−x, iy), where i2 + 1 = 0.

It can be easily checked that these distortion maps are indeed injective and
separable by Proposition 3. Note that φ1 is used in [5].

4 Computation of modified Weil pairings

In this section, we propose a method of computing modified Weil pairings more
efficiently than existing algorithms.

4.1 Computing e`(P, φ(Q))

Before we apply our algorithm to the Weil pairing, we need a new definition of
the Weil pairing.

Proposition 4. Let DP and DQ be divisors (P ) − (O) and (Q) − (O), respec-
tively, and fP , fQ be rational functions such that div(fP ) = `DP , div(fQ) =



`DQ. Then for random point R,

e`(P,Q) =
fP (Q+R)
fP (R)

fQ(−R)
fQ(P −R)

.

Proof. Let AP = (P +S1)− (S1) and AQ = (Q+S2)− (S2) which have disjoint
supports, where S1 and S2 are points of the underlying elliptic curve. Then

e`(P,Q) =
fAP (Q+ S2)
fAP (S2)

fAQ(S1)
fAQ(P + S1)

.

Let g(X) = fp(X − S1). Then

div(g) = `(P + S1)− `(S1) = `AP = div(fAP ).

Hence fAP (X) = λ1g(X) for some constant λ1. So

fAP (Q+ S2)
fAP (S2)

=
λ1g(Q+ S1)
λ1g(S2)

=
fP (Q+ S2 − S1)
fP (S2 − S1)

.

Similarly,
fAQ(S1)

fAQ(P + S1)
=

fQ(S1 − S2)
fQ(P + S1 − S2)

.

Let S2 − S1 = R. Then the proposition is followed.

Corollary 2 For an injective, separable distortion map φ,

e`(P, φ(Q)) =
fP (φ(Q) +R)

fP (R)
fQ(−φ−1(R))
fQ(φ−1(P −R))

Proof. By proposition 2, div(fQ) = div(fφ(Q) ◦ φ). Hence fφ(Q) = λfQ ◦ φ−1 for
some constant λ. If we combine this fact with the result of proposition 4, we can
obtain this corollary.

Note that P,Q ∈ E(Fq), but φ(Q) ∈ E(Fqk). If we apply the above corollary
to compute the Weil pairing, we can reduce the full Miller part to the Miller lite
part.

4.2 Computing e`(P, φ(P ))

Lemma 1. Given a rational function f : E → Fqk with a pole of order ` at O.
Define g(X) = f(−X)

f(φ(X)) where φ(X) is a distortion map. Then

g(O) = cφ
l

where cφ is constant depending on the distortion map and l is the order of pairing.



Proof. This proof is similar to that of Lemma 1 of [11].
Consider the rational function h(x) = x(X)

y(X) which has a zero of order 1 at X = O.

Since f has a pole of order ` at O, the function f1 = f
hl

has neither a pole nor
a zero at X = O, so f1(O) is finite and nonzero. By the same reason, ψφ(O) is
finite and nonzero for the rational function ψφ(X) = h(−X)

h(φ(X)) . Let ψφ(O) be cφ.

Hence g(X) = f(−X)
f(φ(X)) = h(−X)lf1(−X)

h(φ(X))lf1(φ(X))
= ψφ(X)l f1(−X)

f1(φ(X)) , and g(O) = cφ
l.

In [21], it is claimed that fP (O)/fQ(O) = 1 if fP and fQ are normalized.
While this normalization depends on the point P and Q, the constant cφ only
depends on the distortion map. So it can be precomputed. For distortion maps
in the table 1, we compute the value of cφ in the following lemma .

Lemma 2. cφ1 = cφ5 = −1/ζ, cφ2 = 1, cφ3 = cφ4 = cφ6 = i

Proof. Since −(x, y) = (x,−y) over the field of the characteristic p 6= 2 and
−(x, y) = (x, y + 1) over the field of the characteristic 2,

ψφ1(X) = ψφ5(X) =
x

−y /
ζx

y
= −1/ζ

ψφ2(X) =
x

y + 1
/

x+ s2

y + sx+ t
=

xy + sx2 + tx

xy + x+ s2y + s2

ψφ3(X) = ψφ4(X) =
x

−y /
−x+ r

iy
=
−ix
−x+ r

ψφ6(X) =
x

−y /
−x
iy

= i

Hence
cφ1 = cφ5 = −1/ζ, cφ2 = 1, cφ3 = cφ4 = cφ6 = i.

Proposition 5. Let Q = φ(P ). Then for an injective separable distortion map
φ,

e`(P, φ(P )) = cφ
` fQ(φ(Q))
fQ(P )

= cφ
` fP (Q)
fP (φ−1(P ))

.

Proof. By proposition 2 and 4,

e`(P, φ(P )) = e`(P,Q) =
(fQ ◦ φ)(Q+R)

(fQ ◦ φ)(R)
fQ(−R)
fQ(P −R)

We can consider e`(P,Q) as a rational function in the variable R. Then e`(P,Q)
only has zeros or poles in the following cases.

{φ(Q+R) = Q or O}, {φ(R) = Q or O}, {−R = Q or O}, {P −R = Q or O}

Since φ is injective and Q = φ(P ), we have

R = P −Q,P,−Q, or O.



But the zeros and poles cancel each other out at each of these points. So the
rational function e`(P,Q) has neither zeros nor poles and hence e`(P,Q) must
be a constant function. If we choose R = O, then

fQ(−R)
fQ(φ(R))

= cφ
`

by Lemma 1. Hence

e`(P, φ(P )) = cφ
` fQ(φ(Q))
fQ(P )

.

If we apply the proposition 2 again,

cφ
` fQ(φ(Q))
fQ(P )

= cφ
` fP (Q)
fP (φ−1(P ))

When computing e`(P, φ(P )), therefore, the Weil pairing is the same as the
Tate pairing without the final powering. Hence we need only one Miller’s algo-
rithm to compute the Weil pairing. Moreover it is possible to make a determinis-
tic Miller’s algorithm according to the above result. In Miller’s algorithm, fP (Q)
is computed by multiplications of and divisions by g(Q)’s, where g’s are lines
passing through some multiples of P . Since {P, φ(P )} are linearly independent,
these lines cannot pass through the point φ(P ) and hence no g(φ(P ))’s are zero.
Since the same holds when computing fQ(φ(Q)), no division by zero can occur
during the computation of e`(P, φ(P )).

4.3 Analysis of computational savings

The main advantage of computing fQ(φ−1(R)) instead of fφ(Q)(R) is that we
can replace the point multiplication in the extension field with the point multi-
plication in the base field. For computing the Weil pairing with order l, we need
a point doubling or addition of P and φ(Q) in the Miller lite and the full Miller
part, respectively, until we obtain lP and lφ(Q). After we double and add point
Q, we apply the distortion map to doubling and addition of Q for doubling and
addition of φ(Q). But we can’t save multiplication in the extension field Fqk for
each step by computing the distortion map. Usually we must calculate one mul-
tiplication in the extension field. For distortion map φ(x, y) = (x+s2, y+sx+ t)
which is used in supersingular curve over a field of characteristic 2, one squaring
and one multiplication in the extension field are necessary. Hence we can save
about log(l) multiplications in the extension field by replacing the full Miller
part with the Miller lite part. Another savings are obtained in computing the
slope of the gU,V . The slope λ of gU,V is y(U)−y(V )

x(U)−x(V ) and the tangent line slope

is 3x(U)2+a
2y(U) for the elliptic curves y2 = x3 + ax + b. So we need one inversion

for gU,V , one squaring and one inversion for gU,U . If we compute fQ(φ−1(R))
instead of fφ(Q)(R), we can reduce 3`

2 divisions and ` squarings in the extension



field to the same number of divisions and squarings in the base field. Finally, the
inversion of a distortion map in computing fQ(φ−1(R)) does not influence the
operation count. The computation of the inversion of distortion map is easy. For
example, φ−1

1 (x, y) = (ζ2x, y) and φ−1
2 (x, y) = (x+ s2, y+ sx+ t+ 1). Moreover

φ−1(R) is evaluated just one time in the Miller’s algorithm.
In particular, when computing e`(P, φ(P )), we don’t need to evaluate the full
Miller part. We reduce two Miller part to one Miller part. Hence we can save
50% of time.

5 Conclusions

In this paper, we proposed an improved implementation of the modified Weil
pairings. When computing e`(P, φ(Q)), we can save some operations in the ex-
tension field by reduction the full Miller part to the Miller lite part. In [19], there
is a comparison between the operation count of the full Miller’s part and that of
the exponentiation at the end of Tate pairing computation. We can choose the
better one according to this comparison. But we must compare the operation
counts of the Miller lite part with that of the exponentiation at the end of Tate
pairing in case of supersingular curve with distortion map. This means we must
reexamine the relative speed of the Tate and Weil pairing computations which
is referred as the sixth open problems in [19]. When computing e`(P, φ(P )), the
computation of the Weil pairing is the same as that of the Tate pairing without
the final powering. So our algorithm saves about 50% of the computation cost
compared to Miller’s algorithm. Our method can be also applied to any Weil
pairing method using a distortion map such as the parabola method[10] and the
squared Weil pairing[11].
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