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Abstract. The period of a recent streamcipher proposal Edon80 is ana-
lyzed. Even though the average period may be quite large, we show that
for a randomly chosen key and IV pair, there exists a non-dismissible
probability that the produced keystream will be of very short period.
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1 Introduction

Edon80 [3] is one of the streamciphers submitted to eSSTREAM, the ECRYPT
streamcipher project [1]. It was one of the ciphers chosen for presentation at the
Symmetric Key Encryption Workshop (SKEW, Arhus, Denmark, May, 2005)
and rests on ideas previously presented at FSE 2005 [2]. The core of the cipher
consists of what is called a quasigroup string e-transformation, and using re-
lated theory previously developed, the designers present some provable results
supporting its security.

In this short paper, we study Edon80, focusing on its period. The designers
had projected a period of 2'°3, and even though this may be true on average,
we show that there exists a non-negligible probability that the keystream will
fall into a much shorter period. For example, with random use of key and IV,
keystreams of period as short as 2°° may occur with probability 2= and the
existence of at least one key-IV pair producing a period-2!! keystream can be
expected.

2 Edon80

The streamcipher Edon80 [3] will be described briefly in this section. It is a
hardware oriented streamcipher with intended security level corresponding to 80
bits. Keys of 80-bit size and IVs of 64-bit size are used.

Quasigroup The first ingredient of Fdon80 is four quasigroups of order 4. The
quasigroup operators are given explicitly in Table 1. If you are not familiar
with quasigroups, you can simply think of these as four different collections of
(possibly non-commutative and non-associative) multiplication rules e;, defined
on sets of four elements. Notice that each of the four operators are indexed by a
2-bit number.
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Table 1. Quasigroups

KeySetup The 80-bit key K is used to select 80 sequential quasigroups that are
to be used for keystream production. The key is first divided into 40-many 2-bit
subkeys.

K = Ko||Ki]-- - [| K39.

Then each of the working quasigroup operators *; (i = 0,1,...,79) are assigned
to be one of o5 (j = 0,...,3). Explicitly, recalling that each quasigroup operator
is indexed by a 2-bit number, we set

L ek 0<i<io
" ek, 40<i<80.

Hence the key K determines the working quasigroups completely, and any con-
secutive 40 operators x; determine the key completely.

IVSetup For any fixed key, IVSetup sends a 64-bit IV to a finite sequence
(ag, - --,a79), where each a; is a 2-bit value, in a key-dependent manner. For
discussions of this paper, we will not need to know its actual inner workings, but
we shall assume that it is well-designed, meaning that some sort of randomness
can be expected of the process.

Keystream generation Consider the array of quasigroup elements given in Ta-
ble 2. It consists of 81 rows, each row is a sequence of quasigroup elements

*; 0 1 2 3 0 1 2

*0 | @o ag,0 @o,1  Go2 @03 Q04 @05 (0,6
*1 | a1 aio Qi1 G2 A13 Q14 Q15 Q16
*2 | G2 azo Q21 G22 A23 Q24 Q25 (26
*3 | a3 aso @31 G32 (33 A34 G35 (36

*78 | arg || arg,0 Q78,1 Q782 G783 (78,4 Q785 (786
*79 | @79 || 79,0 @r9,1  Qr9,2 Q79,3 Q79,4 G795 (79,6

Table 2. Keystream generation

extending infinitely to the right, and the top row is a fixed repeating pattern of



period-4. The first column contains the 80 quasigroup operations *; previously
determined from key. The next column contains the finite sequence obtained
from the IVSetup process. The rest of the elements a;; are obtained sequen-
tially starting from the top left corner through quasigroup operations. More
explicitly, we set

a5 = *i(ai,j—laai—Lj)a

where we take a_1,; = j (mod 4) to be the top row and where a; 1 = a; is the
second column. Pictorially, we can view this as

Aj—1,j5
TN
Ajj—1 - Qij -

Finally, the keystream itself is given as every other element of the bottom row.
keystream = (arg,1,a79,3,079,5,- - - ).

Our discussion will center mostly on the key determining the quasigroup oper-
ators x; (1 =0,...79) and the initial state (ao, ..., arg) obtained right after the
1VSetup operation. These two will be referred to together as key-state pair from
now on.

Period Calculation of each new row in Table 2 is said to be a quasigroup string
e-transformation. The designers of Edon80 assert that each e-transformation
increases the string period by a factor of 2.48 on average. Following along argu-
ments of the designers, the final keystream should have period

4 x (2.48)%0 x — g 21058

N | =

on average. The term 4 comes from the period of the initiating sequence at the
top, and the term % is multiplied because only every other term of last row is
used as keystream. But there seems to have been a slight miscalculation by the
designers and they project a period of 2'9% instead of 2196,

No explicit restriction on the length of keystream usage is given by the de-
signers. Hence readers are led to believe that keystreams of length up to 293

bits may be used.

3 Undesirable key-state pairs

We shall instantiate Table 2 in such a way that the bottom row is a sequence of
period 4. The corresponding key-state pair will result in producing a keystream
of period 2.



« | JJo 1 2 3 0 1 2 3 0
o |[1]1 2 2 1 1 2 2 1 1
o |[2]3 2 0 2 3 2 0 2 3
|12 2 0 1 2 2 0 1 2
o |13 2 1 1 3 2 1 1 3
e |0f3 1 2 0 3 1 2 0 3

Table 3. Partial key-state pair of period 4

3.1 Partial key-state pairs

Consider the series of five quasigroup string e-transformations given in Table 3.
Notice that the period of each row is 4. Actually, we found 166 ~ 27-% such
5-row key-state pairs of period 4. Through an exhaustive searching program, we
counted all d-row key-state pairs of period p, for small values of d and p. The
results are gathered in Table 4. The actual numbers written down in the table

p=4|p=8 | p=16

7.38 | 11.49 13.30

9.36 | 13.58 15.68
11.04 | 15.63 18.01
12.97 | 17.71 20.30
14.75 | 19.76 22.55
10 || 16.63 | 21.81 24.77
11 || 18.44 | 23.85 26.96
12 || 20.30 | 25.88 29.13
13 || 22.13 | 27.91 31.29
14 || 23.97 | 29.94 33.44
15 || 25.81 | 31.96 35.57
16 || 27.65 | 33.98
17 || 29.49
18 || 31.33

© 00~ O oY

Table 4. d-row period-p key-state pair count

are logarithms of the counts. So, for example, the first entry states that there
are approximately 2738 key-state pairs of period 4, consisting of 5 rows.

Going down any column, one can see that the numbers increase at almost
a constant rate. This is easier to see in Figure 1, which is the graph version of
Table 4. Extrapolating, we obtain the values given in Table 5 for the number of
40-row key-state pairs. We can expect these values to be at least approximately
true and our future discussion will not depend too much on their exact value.
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Fig. 1. Key-state pair count
[ p=4|p=8|p=16
d=40 | 71.81 | 82.46 | 88.57
Table 5. Expected number of 40-row short period key-states

3.2 Full key-state pairs producing a period-2 keystream

Take any one of the 27>-many 40-row key-state pairs of period 4. Its bottom
row, in particular, is a sequence of period 4. So there is a (1/4)* probability
of it being equal to the top initiating sequence (0,1,2,3,0,...). This has been
experimentally verified to hold roughly true at smaller row counts.! Hence we
can expect there to be approximately 264-many 40-row key-state pairs having
bottom row identical to the initiating sequence. In the appendix, we have written
out one such partial key-state pair as an explicit example.

Now, fix any such 40-row key-state and attach another copy of the same
partial key-state to its bottom. This gives an explicit instantiation for Table 2.
This attaching is made possible by the fact that the 40-th row is identical to
the top of the copy. We also remark that, in this argument, we did not overlook
the fact that the top 40 rows will determine the key completely and hence also
the quasigroup operators for the lower 40 rows. Since *; = *;149 (1 = 0,...,39),
our choice of using a copy on the bottom 40 rows does not conflict with this
structure of the cipher.

Recall that the actual keystream is every other quasigroup element from the
bottom row sequence. Hence, we have shown the existence of at least 264-many

! We have reasons to believe that the slightly bigger value 1/240 reflects the actual
situation better than (1/4)?, but this does not affect the big picture.



(full) key-state pairs that all produce the identical keystream (1,3,1,3,...) of
period 2. We make no claims as to whether these key-state pairs may be reached
through normal IVSetup process.

4 Undesirable key-IV pairs

In this section we shall instantiate Table 2 in such a way that the bottom row
is a sequence of relatively short period. There will be so many of these that a
meaningful number of them will be reachable through normal state initialization
process. In a way, we can see this as giving a class of weak key-IV pairs.

The instantiation will be done in two stages. First, the top 40 rows are filled
so that the 40-th row is of period 4, 8, or 16. Then, the rest of rows are filled
randomly subject to the restraints caused by the top 40 rows.

4.1 Key-state pairs producing relatively short period keystreams

Fix any 40-row key-state pair of period 4. In particular, the bottom row is a se-
quence of period 4, which may or may not be equal to the top initiating sequence.
These 40-rows determine the key completely, and hence also the quasigroup op-
erators *; (i = 40, ...,79) for the remaining lower 40 rows. Let us fix these lower
row operators accordingly and fill in the remaining 40 initial states (a4, . .., a79)
with arbitrary quasigroup elements.

Following along the arguments of the cipher designers, we can expect a period
of 4 x (2.48)%0 ~ 25441 at the bottom 80-th row. This leads to a keystream of
period 2°%'4! which is much smaller than the value 2'°% projected by the designers
of Edon80 and also smaller than even the intended security level 280,

Since the 40-row key-state pairs were approximately 272 in number (Table 5),
and since we have 80-bit freedom coming from the choice of quasigroup elements
filling the bottom 40 rows, we can expect the existence of at least

- 272180 key-state pairs producing keystreams of period 2°3.

A more exact statement would be that there exists a group of 27280 key-state
pairs whose average period is 2°2. But we shall be a bit sloppy and express this
as in the above.

If we start with 40-row key-state pairs of period 8, or 16, we obtain the
existence of at least

- 282480 key_state pairs producing period-2°* keystreams and
- 289480 key-state pairs producing period-2° keystreams,

respectively.



4.2 Key-1IV pairs producing relatively short period keystreams

It remains to see if any of the discussed key-state pairs producing keystreams of
short period are reachable by normal IVSetup operation.

Recall that the IVSetup process is a 64-bit to 160-bit mapping for any fixed
key. Hence, under the assumption that the I'VSetup is well-designed, given any
key-state pair, under random use of key and IV, the probability of it being
reachable by IVSetup is 279,

Thus we have the existence of at least

- 256 key-IV pairs producing period-2°® keystreams,
- 266 key-IV pairs producing period-2°* keystreams, and
- 27 key-IV pairs producing period-2%° keystreams.

Since there are 280464 key-IV pairs, for a randomly chosen key-IV pair, the
probability of it producing a keystream

- of period 2°3 is at least 2788,
- of period 2°* is at least 2778, and
- of period 2°° is at least 2771,

The latter two probabilities are larger than 278% and hence constitutes a valid,

although certificatory, attack on Edon80, if keystreams of such length were al-
lowed. Of course, if users were just given the value 2'° projected as period by
the cipher designers, as it is for the moment, keystreams of such length would
certainly be allowed.

5 Distribution of keystream periods

In this section, we show that if we look for keystreams of period slightly longer
than was considered in the previous section, then they are easier to encounter
during random key and IV use. The existence of key-IV pairs producing ex-
tremely short period keystreams is also shown.

5.1 Probability / period tradeoffs

We do not have to divide the 80 rows appearing in Table 2 into just top 40 and
bottom 40 rows. Extrapolating Table 4, one can come up with Table 6 that gives
expected number of, say, 34-row key-state pairs of short period.

[ p=4|p=8|p=16
d=34 [ 60.77 | 70.34 | 75.85
Table 6. Expected number of 34-row short period key-states

One could start with any of these 34-row key-state pairs, fill the six rows from
the 35-th to 40-th with random key-state values, fill lower 40 row quasigroup



operators as defined by the upper 40 rows, and finally fill the rest of the states
with random values. This would gives us 4 - 6 + 80 = 104 bits of freedom.

Since 4x (2.48)*0 x 1 ~ 26128 _and since we loose 96-bit freedom from relating
key-state pairs to key-IV pairs, we have the existence of following key-IV pairs.

- 269 key-IV pairs producing period-26! keystreams.
- 278 key-IV pairs producing period-262 keystreams.
- 284 key-IV pairs producing period-2%% keystreams.

All of these periods are still small relative to both 219 and 2%°. In terms of how

often we may encounter these during random use of key and IV, we can expect
higher than

- 2775 probability of encountering period-2%' keystreams,
- 2796 probability of encountering period-22 keystreams, and
- 2790 probability of encountering period-23 keystreams.

These probabilities are much larger than the intended security level 2780,

This shows that there is a tradeoff between how short a period keystream we
seek and how often we can encounter it at random. The tradeoff curve is given by
Figure 2 for the segment that is most interesting, i.e., when probability is greater
than 278 and period is smaller than 23°. As an example, the left-most “o” of
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Fig. 2. Probability / period tradeoff

the graph tells us that if we use p = 16, we can show that with random use of
key-IV pairs, one will encounter keystreams of period 2°°-4 with probability no



less than 27 7'4. We have also marked the three points corresponding to d = 34
case, used in the above argument, with larger fonts, so that you can verify your
understanding of the graph.

Notice that we are only providing a lower bound on the probability for a
keystream of certain period to occur. We make no claims as to if these bounds
are even close to what actually happens. For example, with p fixed, if the fact that
given any divisor n of m, a period-n keystream is always a period-m sequence,
is considered, one can immediately conclude that the above probability figures
are much lower than what actually happens. On the orthogonal side, keystreams
of same period may be obtained from multiple p values, so these can also be
added and still be used as a lower bound. Furthermore, it is clear that with
more computational power, we could work with p = 32 or p = 64 to obtain even
better tradeoff curves.

We chose not to deal with these matters, as our rough lower bounds were
already big enough to show that Edon80 is under trouble with respect to period
properties. The methods provided by this paper allows us to see the big picture,
but we believe a totally different approach, for example, statistical modeling, is
needed to understand the true extent of the period related problem, so as to be
used on the constructive side.

5.2 Existence of key-IV pairs of very short period

We could also divide the 80 rows of Table 2 into two parts below the 40-th row.

Let us go back to Section 3.2 and first fill the top 40 rows with any one of the
264-many 40-row period-4 key-state pairs that has the (0,1,2,3,0,...) initiating
sequence at the bottom 40-th row. As before, add another copy below, but fill
the quasigroup elements agq, .. ., a7y for the last 16 rows at random, so that we
have an extra 32-bit degree of freedom.

Since 4 x (2.48)'% x 1 ~ 21997, we have the existence of 264732 key-IV pairs
producing period-22° keystreams. Recalling that probability of one of these being
reachable by normal IVSetup process is 272¢, one can expect the existence of at
least one key-IV pair that leads to a keystream of extremely short period 22°.

If we start with p = 16 key-state pairs, we can conclude that there exists at
least one key-IV pair producing an even shorter period-2'! keystream. This is
all shown in Figure 3. Although this single key-IV pair would be hard to reach
at random through normal use of this cipher, it still does pose a threat, as the
corresponding keystream is of extremely short period.

Once again, the counts we provide are only lower bounds. There may be
ways to produce low-period sequences different from the explicit method we
have considered.

Before ending this section, we remark that taking note of the top two “o”
from Figure 3 can be interesting. For example, the top point tells us that there
are 257 key-IV pairs producing period-2°* keystreams. The probability of en-
countering one of these key-IV pairs at random is 2777, which is greater than
the intended security level 2789, Tt is clear that working with larger p values will
give additional meaningful tradeoff points.
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Fig. 3. Key-IV count / period tradeoff

6 Conclusion

The period property of streamcipher Edon80 has been studied. We have shown
that there are quite a large number of key-state pairs that produce identical
sequence of period 2. We have also shown that there is a probability of no less
than 277! for a random key-IV pair to produce a keystream of period 2°°. The
tradeoff between period and occurrence probability was studied and a period-253
keystream can be expected from a random key-IV pair with probability at least
2760, Finally, we can expect the existence of at least one key-IV pair producing
the extremely short period-2'! keystream.

These short period keystreams occur with probability greater than 278 and
the periods are very small relative to 2!°3, which is the value designers had
projected as cipher period. These numbers are smaller than even 280, which
many would take for granted from an 80-bit security cipher, unless explicitly
stated otherwise. Also, these key-IV pairs of bad characteristics, or weak key-IV
pairs, are hard to categorize at the moment and hence avoiding them does not
seem to be easy.

These results show that while the average period of Edon80 may still be 2103
as projected, the range of keystream period is very wide with a non-dismissible
portion of key-IV pairs produce keystreams of periods shorter than one would
be comfortable with. Furthermore, one should keep in mind that we have only
given a (rough) lower bound on the probability of short period keystream occur-
rences. Recent supplementary results [4] on the period of Edon80, written by the



designers in response to an earlier version of the current paper, seem to indicate
that the actual situation is even worse than what we have pointed out so far.

Even though our results do not give any information on how to recover keys or
states, it does show that the period of Edon80 is far from being well understood.
Before Edon80 can be used in practice, the distribution of keystream periods
with respect to randomly chosen key-IV pairs should be fully understood and
measures should be taken to prevent use of the shorter ones, if at all possible.

As the designers of Edon80 put no explicit restriction on the length of
keystream usable, and since probabilities for encountering these short keystreams
are greater than what is expected from the intended security level, our observa-
tion is technically a valid attack on streamcipher EdonS80.
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A 40-row key-state pair

Here is an explicit key-state pair consisting of 40 rows that contains the initial
sequence (0,1,2,3,0,...) at the bottom row. This is not a concatenation of
smaller such partial key-state pairs.

0: e [ 22 0 0 2

1: e [O0O|O0 1 0 O

2: ey | 2 3 3 0 2

3: e |03 1 2 0

4: e [ 3|1 1 3 3

5: e |02 3 1 0

6: e [ 3] 2 2 3 3

7 e |01 3 1 0

8 e |1 1 0 2 1

9: e [0]l2 1 3 0
10: e |Of|1 1 0 O
11: ep | 1 1 1 2 1
12: e [ 32 0 0 3
13: e |Of|1 2 1 0
14: e; |0 |3 1 1 0
15: e |1 (|3 2 0 1
16: e | 2|2 0 0 2
172 e |00 1 0 O
18: e [ 2|3 3 0 2
19: e [0 |3 1 2 O
20: e |31 1 3 3
21: e | 0|2 3 1 0
22: ey | 3|2 2 3 3
23: e |01 3 1 0
24: eg | 2|3 1 1 2
25: e; |21 1 1 2
26: e |03 2 0 O
27: e | 2|1 2 2 2
28: o1 |1 1 2 3 1
29: e |02 O 3 O
30: e3 |13 2 1 1
31: e |13 1 1 1
32: e |22 3 0 2
33: e | 2 0 3 3 2
34: e | 3|3 0 2 3
35: e | 2 1 0 0 2
36: e3 |02 0O 3 0
37: e3 | 1|3 2 1 1
38: e3 |1 2 2 3 1
39: e3 |30 1 2 3





